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1. Background

On 16 April 2021, the Deputy Secretary, Local Government, Planning and Policy, under
delegation from the Secretary, Department of Planning, Industry and Environment
determined that an investigation under section 430 be undertaken into Murray River Council.
(OLG Investigation) The Deputy Secretary appointed Angus Broad to conduct the
investigation.

The Terms of Reference for the OLG Investigation were as follows:

1) The dealings between Murray River Council (Council) and Murray River Energy Pty Ltd
(ACN 628 094 879) (MRE) and any other entities or individuals relating to a proposed
ethanol plant (the Plant) at Moama (the Project) and, in particular, in regard to:

a. The dealings between Council, MRE, any other entities or individuals and the
promoters of the Project;

b. The circumstances in which Council acquired land (the Land) at Moama as a site
for the Plant;

c. The circumstances in which Council provided a loan to MRE;
d. The advice provided to councillors and the community regarding the Project.

2) Whether, in its dealings relating to the Project, Council exercised appropriate probity,
risk management and due diligence processes.

3) Whether in providing money to MRE or any other entity or individual, Council breached
the Local Government Act 1993, the Local Government (General) Regulation 2005
and/or Ministerial Investment Order of 12 January 2011.

4) Whether Council adequately and properly considered the financial risks to Council when
acquiring the Land and providing funds to MRE or any other entity or individual.

5) Any other matter that warrants mention, particularly where it may impact upon the
effective administration of Council, councillors and its administration.

As alluded to in the terms of reference, the OLG Investigation was into the manner in which
Council conducted itself in relation to the transaction related to the establishment of an
ethanol plant in Moama.

The final report (OLG Report) dated November 2022 and released to the public on the 14%
of December 2022, (and also provided to Council in keeping with s433(1) of the Local
Government Act 1993 (LG Act)) contained two sets of recommendations in Section 2; the
first set, specifically for Council, and the second set in general to all local government
entities in NSW.

s431(1) of the LG Act requires Council to intimate the Minister of Local Government, in
writing, the action(s) taken or proposed to be taken, to address the recommendations
contained in the OLG Report. This report has been compiled by Council to conform to the
said s433(1) of the LG Act.
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General Observations

In general, Council accepts the findings and the recommendations made in the OLG
Report.

Council acknowledges that there were several procedural shortcomings in the manner in
which Council managed its involvement in the Project, resulting in the contravention of
the LG Act, and related regulations & directives.

Council also acknowledges that the financial and managerial diligence exercised in
relation to this Project fell short of what would generally be expected of a well governed
and managed local government entity.

In addition to (and prior to) the OLG Investigation, Council undertook several actions to
review Council’s involvement in the Project, which included:

i. commissioning an independent party to undertake an internal review, and

ii. referring the matter to the Independent Commission Against Corruption (ICAC)
to assess whether any corrupt practices had taken place, and

ii. referring the matter to the NSW Police to assess whether any criminal activities
had taken place.

Council has accepted all of the recommendations made in the report, submitted to
Council by the party undertaking the independent investigation. Council has initiated
actions to implement almost all of the recommendations and is in the process of
implementing the few that are yet to be actioned.

Subsequent to an initial review, ICAC determined that there was no basis for them to
undertake a full investigation.

Subsequent to an initial review, NSW Police determined that there was unlikely to be
any criminal activities that would be subject to prosecution in a court of law.

Despite the procedural shortcoming, it is worthwhile to note that Council took adequate
measures to protect its financial interests, resulting in the Council not suffering any
financial losses as a result of its involvement in the Project.

i.  Council fully recovered the loan made in relation to the Project, including all
accumulated interest, as it had taken adequate security to cover the loan, and

ii. Council continues to own the land procured for the project, free of any
encumbrances.
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3. OLG Recommendations

MRC Specific Recommendations

Council be required to address the steps it has taken and/or proposes to take to:

Recommendation 1
Ensure it is open and transparent in responding to members of the public.

Recommendation 2
Keep full and accurate records as required by the State Records Act 1998.

General Recommendations

The following recommendations are not solely directed to Council, but to all councils in new
South Wales.

Recommendation 3

All councils in New South Wales should carefully consider whether to provide in-kind and/or
financial support for any private infrastructure project in their council area. In doing so,
councils must ensure strict compliance with the Act.

Recommendation 4

Any application to provide in-kind or financial support should be done by way of a formal
process.

Recommendation 5

Councils should also consider relevant guidelines, including those published by the ICAC
and State Government

Recommendation 6

Before determining to provide in kind and/or financial support for any private infrastructure
project Councils should obtain an independent assessment of the project, which should
include:

i Preparation of a probity plan ensuring fairness, impartiality, accountability, and
transparency in Council’s dealings with the proponent.

i Preparation of a risk management plan documenting the processes to be
undertaken, due diligence considerations, and segregating responsibilities.

i A report setting out the entity’s structure, the officeholders or principals of the
business, the location of its principal place of business, its trading history, its
experience in undertaking the same or similar projects; its senior management; its
financial resources, its insurance and credit history; its history of regulatory or legal
action (including adverse findings against key personnel); relevant licences,
certifications and accreditations; and its media and social media profile.

Recommendation 7

Councils should consider any application to provide in kind and/or financial support for any
private infrastructure project in their council area in an open meeting.
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4. MRC Response to Recommendations

MRC Specific Recommendations

Recommendation 1

Council has established a process which has strengthen its assessment of the reports that
are debated in closed confidential sessions. Council uses Infocouncil, a meeting, agenda,
and minute software solution, to compile its meeting agenda, which includes the reports
submitted for debate and resolution by the councillors.

In compiling the reports to be included in the meeting agenda, where a report is identified as
a confidential report, Infocouncil has been configured to make it mandatory to specify the
subsection under s10(A)(2) of the LG Act, due to which the report is being made confidential.

Thereafter, while providing final approval for the report, the CEO re-assesses the adequacy
of the reasons provided for the report to be discussed in a closed session.

Case Study 1

At the Extraordinary Council Meeting of 2 November 2022, a report titled “Lot 1, DP
793207, Cobb Highway, Moama” was presented to Council for discussion and resolution.
The report detailed options available to Council for a parcel of land in excess of 30
hectares. The discussion of the options contained several financial figures (valuations of
the land, broad estimates of potential costs and revenues for given options etc.), which
could be considered as confidential under section 10(a)(2)(d) of the LG Act.

Despite the initial consideration, a further assessment determined that on balance any
financial or commercial harm to Council from disclosure of such information would be
minimal, and in the interest of transparency, the report was presented, and the debate
conducted, in an open session of Council.

Council also intends to commission an internal audit’ on all reports discussed at closed
sessions to assess the reasonableness of such decisions, and whether changes need to be
made to such decision-making process. Council intends to undertake this audit within this
financial year.

Recommendation 2

In early 2022, Council commissioned a full review of its Records and Information
Management processes (RIM Review). Subsequent to an expression of interest (Eol)
process, Recordkeeping Innovation (RI) was selected as the external consultant to
undertake the RIM Review. RI delivered their final report (Records and Information
Management Strategy) in April 2022. The report is appended to this report as Annex 1.

Based on the RI report, Council developed its own Records and Information Management
Strategy (RIM Strategy), associated with the Information and records Management Policy
(POL-207). The primary reason for the development of a somewhat different strategy was
the limited availability of resources to implement the strategy. While the RI strategy
envisaged a delivery period of 4 years, the Council strategy aims to deliver the strategy in 6
years. The RIM Strategy can be found at Annex 2.

Council has also provisionally adopted a revised and updated Information & Records
Management Policy. The policy is currently under public display and will see final adoption
early in 2024. The provisional policy appears as Annex 3.

" Council’s internal audit function is carried out by an external party, as an outsourced function.
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It should be noted that the adopted RIM Strategy encompasses a range of activities,
including the implementation of more modern software to improve the ease of records
management and encompass records such as social media posts within the records
management framework.

Council has ensured that Council is currently compliant with the State Records Act 1988.
Council uses the Trim software to manage the electronic records. Council has also
implemented e-signatures, using Adobe to ensure an accurate digital record of signatures,
and to address security concerns.

General Recommendations

The general recommendation contained in the OLG Report (recommendation 3 through 7 in
section 3) have all been addressed through a development and implementation of a Project
Management Framework (PMF), over a period of around one year. All council projects are
required to adhere to and follow this framework. Further, relevant staff have been trained in
the use of the framework. The PMF is linked to Council’'s Risk Management Framework
(RMF), where appropriate.

Council’'s PMF and associated documents can be found as Annex 4 while the RMF as
Annex 5.

In addition to, but within the PMF, Council has also developed a Commercial Project
Development Process, designed to ensure that the appropriate staff with required expertise
are consulted when developing a commercial project. The said Commercial Project
Development Process is appended as Annex 6.

Council also recently provisionally adopted a Land Acquisition and Disposal Policy (currently
on public display), designed to ensure both compliance and transparency in all land
dealings. The provisional policy is presented as Annex 7.

Case Study 2

Pursuant to the report present to councillors as detailed in Case Study 1, Council resolved
to explore the possibility of undertaking a direct sale of the said land to an identified
strategic buy. As per the Land Acquisition and Disposal Policy (Annex 70 such an
approach would be considered an “Alternative Method of Disposal” to “Achieve Specific
Policy Objectives”. In order to give effect to the resolution, Council has since engaged
both a legal advisor and a probity advisor. The process is in its early stages. The probity
plan prepared by the Probity Advisor is presented as Annex 8.

Prior to the OLG Investigation, Council initiated its own internal investigation using an
independent third party. That investigations generated several recommendations all but one
of which has been actioned by Council. The remaining recommendation is expected to be
actioned in early 2023.

The recommendations resulting from the internal investigation and the actions taken by
Council to give effect to those recommendations are listed in Annex 9.
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Annex 1: Records & Information Management Review
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1.0 Infroduction

The Records and Information Management Strategy aims to support the
Councils values of collaboration, responsibility integrity and excellence by
providing a program that is responsive, consistent, clear, fair and
transparent for the long-term strength, resilience and profitability of the
Murray River Council.

An effective strategy will ensure that information assets will be accessible, usable and protected,
where necessary, for as long as the Council needs them to support ongoing business processes and
the needs of the community it serves.

This strategy and action plan provides a roadmap of initiatives that describe the tasks, outcomes and
resources needed to implement recommendations made in the Current State Assessment. Work
packages are addressed as part of an implementation plan and roadmap. Implementation of work
packages will provide Council with greater consistency in information and records management
practices and governance, and will support compliance with NSW State Archives and Records
Authority recordkeeping requirements.

2.0 Strategic direction

Core to any government organisation are the information assets they create and manage. The
Council’s records and information assets can help achieve community outcomes for the benefit of its
citizens. Managing records and information is an important activity for Council because records:

are central to local government activities,

provide evidence of the Council’s business activities,

support effective and informed decision making,

support efficient service delivery to the community,

capture corporate knowledge and history, and show past actions,

are used every day in the conduct of business,

enable the Council’s ability to meet legislative obligations.

To support the above outcomes, records and information need to be:

e Trustworthy and managed accountably

Readily accessible, understandable and useable

Valued as critical to business operations

Maintained to meet business, government and community purposes.




2.1 Information and records management
principles

The current state assessment and recommendations are in line with NSW State Archives and
Records three key principles for effective records and information management identified in the
Records Management Standard.

The three key principles for effective records and information management! are:
Principle Requirement

1. Organisations take e Corporate records and information management is directed by
responsibility for policy and strategy.
records and
information
management

e Records and information management is the responsibility of senior
management who provide direction and support for records and
information management.

e Corporate responsibility for the oversight of records and information
management is allocated to a designated individual (senior
responsible officer)

e Organisations have skilled records and information management
staff or access to appropriate skills.

e Responsibility for ensuring that records and information
management is integrated into work processes, systems, and
services is allocated to business owners and business units.

e Staff and contractors understand the records management
responsibilities of their role, the need to make and keep records,
and are familiar with the relevant policies and procedures.

e Records and information management responsibilities are identified
and addressed in outsourced, cloud and similar service
arrangements.

e Records and information management is monitored and reviewed to
ensure that it is performed, accountable and meets business needs.

2. Records and e Records and information required to meet short and long term
information needs are identified.
management

; e High risk and high value areas of business and the systems, records
support business

and information needed to support these business areas are
identified.

e Records and information management is a designed component of
all systems and service environments where high risk and/or high
value business is undertaken.

e Records and information are managed across all operating
environments.

e Records and information management is designed to safeguard
records and information with long term value.

e Records and information are sustained through system and service
transitions by strategies and processes specifically designed to
support business and accountability.

3. Records and e Records and information are routinely created and managed as part
information are of normal business practice.

well managed e Records and information are reliable and trustworthy.

! https://www.records.nsw.gov.au/recordkeeping/rules/standards/records-management
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Principle Requirement

e Records and information are identifiable, retrievable and accessible
for as long as they are required.

e Records and information are protected from unauthorised or
unlawful access, destruction, loss, deletion or alteration.

e Access to records and information is managed appropriately in
accordance with legal and business requirements.

e Records and information are kept for as long as they are needed for
business, legal and accountability requirements.

e Records and information are systematically and accountably
destroyed when legally appropriate to do so.

Recommendations provide direction for the Council to achieve improved records and information
management maturity in line with the above principles. The following action plan provides a roadmap
to implement recommendations made in the Current State Assessment. Implementing the action
plan will support compliance with NSW State Archives and Records Authority recordkeeping
requirements.

5 INFORMATION MANAGEMENT STRATEGY AND ROADMAP



3.0 Implementation Overview

The implementation plan is a program of improvements for information and records management
(IRM) maturity across Council. The roadmap and implementation plan are comprised of 3 streams,
over a 3-year period. Each stream comprises a series of work packages designed to improve
information and records management practices.

The three streams are:
1. People & Governance

2. Systems & Business
3. Information Management

The following implementation plan comprises three parts:

1. Implementation strategy inclusive of:
a) High level implementation strategy, which outlines:

— the project stream,
— aims and objectives
— work packages, and
— outcomes
b) Roadmap at a glance, and

c) Implementation requirements.

2. Project implementation plan, which outlines:
a) Project streams and work packages,
b) Work package details:

—  Key tasks
— Outputs / deliverables
— Dependencies
— Resources
— Comms / Change Management
—  Priority
3. Appendices

6 INFORMATION MANAGEMENT STRATEGY AND ROADMAP



4.0 Implementation Strategy

4.1 High-level Implementation Strategy

#

1

Project Stream

People &
Governance

Aims & Objectives

Development and implementation of
appropriate governance tools, and embedding
of good records management practices, to
support more effective capture, use and
management of records and information over
time.

This stream includes both ongoing and
recurring activities related to:

e review and update of governance tools,

e steering and monitoring of information
governance program,

e identification of Council information
assets,

o delivery of IRM training and aligning
records management responsibilities with
strategic, operational and personal work
plans, and

Work Packages

Work packages in this project stream

include:

1.1 Change Management

1.2 Governance Framework

1.3 Information Asset Register
1.4 IRM Governance Group

1.5 IRM Planning

1.6 IRM Roles & Responsibilities
1.7 IRM Training

1.8 Monitoring & Compliance

1.9 IRM Outreach & Engagement

1.10 Outsourcing & Contracts

Outcomes

Change management activities for IRM
improvements identified and planned for
Council staff have sufficient understanding of their
information and records management
responsibilities, and the skills to be able to meet
these responsibilities

Council has a governed approach to creation,
capture, use and management of information
assets, and requirements for records and
information management are clearly defined and
communicated

IRM activities are planned for and routinely
considered by a governance group

Council has greater visibility over owned
information assets, ownership and information
repositories




#

2

Project Stream

Systems &
Business

Aims & Objectives

e ongoing IRM outreach and engagement

Development of a structured and governed
approach to design and use of Council
systems will support more consistent and
effective management of records over time.

Better systems design and governance,
including systems training, will also ensure
staff have a better understanding of
appropriate use of systems for records
storage.

Documenting Council’s requirements for
systems, including functional and metadata
requirements, will ensure more consistent
design and configuration of systems and aid
interoperability. Having documented

requirements will also support assessment of

Work Packages

1.11 IRM Resourcing

Work packages in this project stream

include:
2.1 TechOne Governance
2.2 TechOne Implementation

2.3 Microsoft 365 Design Solution
and Governance Plan

2.4 Migration Planning

2.5 Security & Access Model

2.6 Systems Training & Guidance
2.7 Systems Procurement

2.8 Systems Assessment

2.9 Systems Documentation

Outcomes

Compliance with records and information
requirements is routinely monitored and any gaps
or issues addressed in a timely manner

Council staff understand their records management
responsibilities, and are held accountable for good
records management practices

Information and records management training is
routinely delivered to staff

Training addresses are range of skills and
capabilities

Corporate systems training is routinely delivered to
staff to support ongoing use and learning
Information and records management process
improvements implemented

Council has a structured and governed approach to
system governance and design, with records
management requirements considered

Access to and security of Council’s systems and
records is consistently managed

Council has a structured and governed approach to
governance, administration and use of
TechnologyOne

Council has a structured and governed approach to
governance, administration and use of Microsoft
365

8
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#  Project Stream  Aims & Objectives Work Packages Outcomes

proposed new and existing systems to ensure  2.10 Business Process Mapping e Proposed new systems and existing systems are
i nd allow i i
.they .rr.1eet. requirements, and allo _ 2 11 Metadata Schema asse_ssed against records management functional
identification of records management risks. requirements
2.12 Network Drive Shutdown e Key business processes are understood and
2.13 Data Quality mapped to support process and records

management improvements

e Council’'s metadata needs are understood and
documented

e  Quality of Council’s data assets is understood

e Decommissioning and migration of systems,
including network drives, is planned for

3 Information Increase the level of maturity for managing Work packages in this project stream «  Council information assets are disposed of in a
Management Council’s hardcopy records. Consolidating include: routine and timely manner, reducing overall storage
r itories will assist in implementing better nd managemen .
epositories 6_1 p_ g 3.1 Storage Area Assessment a_ dma age_ ent C_OStS )
controls for tracking and storing physical e Risks associated with Council records storage
records in Council’s custody to more easily 3.2 Audit Storage Holdings areas are known and mitigated where possible
access and protect records. 3.3 Storage Amalgamation e Controls are in place to more effectively track and

support access to physical records, with location of

physical records in Council custody known

3.4 Access Directions e Disposal requirements are known by general staff
e Access Directions for Council records are current

3.4 Disposal Guidelines
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4.2 Roadmap at a Glance

People and Governance

Year |

Develop IRM change management plan
Establish IRM governance group
Review IRM resourcing requirements
Update IRM policy

Establish information governance
framework
Develop information asset register

fjf—\ Migration planning and digital preservation

;, Conduct systems Assessment
,';,‘f} Develop Technology One governance

< Develop Microsoft 365 solution design and
governance plan

(g Systems documentation
,’;,‘f} Develop business process mapping
@C) Develop Metadata schema

,’;,‘f? Develop security & access model

Year 2

Establish information governance
framework

Develop IRM procedures and guidelines
Develop IRM training plan and collateral

oS .
()7 Develop security & access model

I’;‘lﬁ? Develop systems training & guidance

(57 Shutdown network drives
Storage Holdings Register
Storage Assessment

Disposal Guidelines

£$ Systems & Business

il
o

Year 3

Establish compliance monitoring program
Identify IRM roles & responsibilities

Develop outsourcing & contracts
guidance

Systems Procurement
Storage Holdings Register
Storage Assessment
Disposal Guidelines
Storage Amalgamation

Access Directions

Information Management

Year 4

Establish compliance monitoring program

I’;‘lﬁ? Develop data quality statements

Storage Amalgamation

Access Directions

10
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4.3 Implementation Requirements

This implementation plan and roadmap requires clear prioritisation and support from Executive
leadership for long term investments and ongoing management of the program and engagement of
stakeholders to effect change. There are a number of key requirements for an effective
implementation, such as:

e Resourcing with accountability / responsibility for project management and oversight of
the program.

e Accountability for business owners in supporting / leading implementation of change
activities at a local level.

e Ongoing budgets and funding.

e Work packages are run using project management methodology with clear activities,
responsibilities, tasks, deliverables, scheduling, governance and reporting
requirements.

e Where internal resources are used staff can focus on project activities and can be
released from business-as-usual activities as required.

e Appropriate scoping and understanding of costs associated where external support is
required to progress project activities.

It is important to note that while a number of project activities may be one-off, there are a range of
ongoing or recurring activities that are required to support the embedding of an effective and
compliant information and records management program at Council.




5.0 Implementation Plan

The implementation plan is comprised of project streams and work packages or projects, within each stream.

The implementation plan uses the following icons to indicate priority:

A high priority

medium priority

low priority

5.1 Stream 1: People & Governance

Dependencies

Resources

Communications /

Work Package Key Tasks Outputs /
Deliverables
1.1 Change Management Identification of key change and communication IRM Change
Development of a change activities, and key stakeholders and change Management
A management plan champions. Plan
(including required Development of change management plan that

communication activities) to  identifies:
support implementation of

information and records — Desired changes in IRM behaviours and

management improvement practices
activities identified in this — Change model
strategy. - Challenges

Executive
support

External
support may
be required to
develop
Change
Management
Plan

Change Management

Communications with
key stakeholders and
change champions
identified within the plan
to raise awareness of
change management
and communications
roles and responsibilities

Communication of
Change Management




# Work Package Key Tasks Outputs / Dependencies Resources Communications /

Deliverables Change Management
— User adoption strategies Plan to relevant internal
— Roles and Responsibilities stakeholders for review /
Develop a communication plan that identifies: approval
— Communication principles and goals
— Stakeholder engagement communication
channels
— Targeted priorities
1.2  Governance Framework Develop Council-wide Information Governance Information Executive External Communication of
A Development and Framework that considers Council’s approach to Governance support support may proposed framework
implem(_entatior) <_)f management of information assets across domains: Framework be required to and policy documents to
ﬁﬁg:&g&tﬁ gg\g?n%nce — Information & Records Management Uanted IRM ?:\xzxp ! ::;T(\;Iglggfsr?c?: review /
framework, information and - Information Security Policy framework, approval

records management (IRM)

policy and supporti_ng _ - De.lta Management Supporting IRM policy and Internal publication and

procedures and guidelines. — Privacy procedures and other communication of
Update the Information and records management guidelines documents framework and policy to
policy to provide direction for the management of Council staff

information assets including the creation, capture,
management, use and disposal of records. Identify
staff responsibilities in the policy including the
Senior Responsible Officer (SRO).

Review current procedures, update and develop
new guidance as required to cover the following
broad categories:

— Creation, capture and sharing of information
— Describing information - naming protocols

— Disposing of information

— Protecting information

13 INFORMATION MANAGEMENT STRATEGY AND ROADMAP



#

Work Package

Information Asset
Register

An important tool in
understanding where

information assets are held,

sensitivity requirements,

retention needs, custodians
and owners and system of

record.

Key Tasks

— Normal Administrative Practice

Develop business rules or short guides to cover a
variety of recordkeeping aspects. Tailor these as
needed to meet specific requirements. Undertake
review processes with relevant stakeholders.

Publish procedures to intranet for easy access.

Undertake a review of information assets,
identifying high value / high risk assets

Identify the types of information assets, system of
record, owner, custodian, sensitivity, risk level and
retention requirements

Document in an information asset register:

— The information asset

— Business system, repository

— Business owners, custodians

— Security requirements

— Recordkeeping requirements, that is, linked to
business function / activity and retention
requirements.

— Risks to information assets and determine
mitigation activities.

Plan for periodic review of the IAR

Identify responsibility and ownership of IAR

Outputs /

Deliverables

Information
asset register

System owners
and information
custodians
identified

Dependencies

IAR is
recognised as
a key
organisational
tool supporting
Information
Governance
Framework
1.2

Resources

External
support may
be required to
develop IAR

Communications /
Change Management

Communications with
information asset
owners and custodians
to provide information
about expectations for
notifying of changes to
information assets

Communications with
IAR owner/s to outline
responsibility for
periodic review and
update of IAR

14
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Work Package

Key Tasks

Outputs /
Deliverables

Dependencies

Resources

Communications /
Change Management

1.4 IRM Governance Group

Establishment of Council
IRM governance group to
consider and provide
strategic direction on IRM
matters and develop a
collaborative approach to
managing Council
information assets.

1.5 IRM Planning

Ongoing strategic and
operational IRM planning to
ensure IRM improvement
and operational activities
are clearly identified, and
aligned to broader Council
delivery and operational
plans.

1.6 IRM Roles &
Responsibilities
Once roles and
responsibilities for IRM are
established, there is a need
to ensure roles and

Identify scope of governance group, including roles
and responsibilities for IRM activities such as

framework and policy development and review, and

maintenance of the information asset register

Establish IRM governance group (SRO to chair)
with membership inclusive of representatives from
across Information Governance Framework
domains and key business functions

Carry out routine IRM operational planning

Carry out routine IRM strategic planning, and
ensure strategic activities are aligned to / included
in broader Council operational and delivery
planning documents as required

Identify resources required, including estimated
budget, to support operational and strategic IRM
activities

Inclusion of IRM responsibilities in position
descriptions for all Council staff

Update Code of Conduct to include IRM
responsibilities

IRM governance

group terms of
reference

IRM operational
plan

IRM strategic
plan (In
development)

Updated Code
of Conduct

Information
Governance
Framework
and supporting
IRM Policy
(1.2)

Information
Asset Register
(1.3)

Council
delivery /
operational
plans

Information
Governance
Framework /
IRM Policy and
identification of

Internal
membership
from across
Information
Governance
domains

Planning to
be carried out
internally

Activities to
be carried out
internally

Communication with
members about scope
of governance group,
and roles and
responsibilities

Communication with
relevant stakeholders of
roles and responsibilities
for implementation of
activities identified in
operational and strategic
IRM plans

Communicating
identified strategic IRM
activities to relevant
internal stakeholders for
inclusion in Council
corporate planning
instruments

Communication with / to
staff to raise awareness
of their IRM roles and
responsibilities

15 INFORMATION MANAGEMENT STRATEGY AND ROADMAP



1.7

Work Package

responsibilities are clearly
communicated and
included in relevant
governance / planning
documents as required.

IRM Training

Training is a critical
component of ensuring that
staff understand their IRM
roles and responsibilities,
and are equipped with the
skills to meet IRM
responsibilities. Training
helps to embed a
consistent and effective
information management
culture.

Key Tasks

Inclusion of IRM activities and responsibilities in
business unit operational plans and staff member
performance plans

Develop IRM training plan including identification

of:

— identification of training needs and delivery
modes, and responsibilities for training

— training gaps relating to information and records
management

— stakeholder groups for training,

— the best training methods to support the
stakeholders to maximise the results

— training materials required to support the
framework e.g., onboarding, attestation, records
and information management refreshers,
targeted team session, hot topics etc.

— how training will be delivered e.g., eLearning,
face to face or a combination.

— IRM training and guidance collateral

Outputs /
Deliverables
Updated
Position
Descriptions

Operational
plans (inclusive
of IRM activities)

Performance
plans (inclusive
of IRM
responsibilities /
activities)

IRM Training
Plan

IRM training
collateral

Various training
delivery
methods

Training reports

Dependencies

roles and
responsibilities
for IRM (1.2)

Information
Governance
Framework /
IRM Policy and
identification of
roles and
responsibilities
for IRM (1.2)

Resources

External
support may
be required to
support
development
of IRM
training plan
and collateral

Communications /
Change Management
Liaison with relevant
internal stakeholders to
ensure IRM
responsibilities are
included in relevant
governance / planning
documents

Communication with
relevant internal
stakeholders to describe
IRM training roles and
responsibilities

Communication with
Executive / Managers
regarding arrangements
for or scheduling of
training

Communication with HR
regarding alignment of
training activities with
other corporate training
activities
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#

1.8

Work Package

Monitoring & Compliance

Ongoing monitoring and

compliance of IRM program

performance, risk
identification will help to
ensure that any issues or
opportunities for

improvement are identified
and addressed in a timely

manner.

Key Tasks

Deliver mandatory training for new starters and
consider approach and collateral to meet various
staff needs including:

— elearning

— Short videos for time poor staff

— Step by step processes for key business
activities

— Face to face training sessions for recordkeeping
basics and systems training

— One on one sessions for systems training

Include systematic and regular monitoring of staff
IRM awareness as part of monitoring program.

Establish a monitoring and compliance program
with controls and measures to review
implementation progress, and effectiveness of IRM
program

Establish criteria for review and key performance
indicators

Carry out routine internal auditing and monitoring,
including annual system health check

Carry out routine assessment of IRM program
against NSW State Archives and Records Authority
RMAT tool

Identify risks and develop plans for remediation of
risks

Outputs /
Deliverables

Monitoring and
compliance
program
supported by:

— Audit/
monitoring
measures

— Audit/
monitoring
reports

— Performance
reports

- RMAT
assessments

Dependencies

Information
Governance
Framework
and IRM Policy
1.2

IRM
governance
group
establishment
(1.4)

Resources

External
support may
be required
for
development
of monitoring
criteria / KPIs

Communications /
Change Management

Communications with
staff responsible for
ongoing monitoring to
outline roles and
responsibilities

Ensuring results of
monitoring are reported
to the IRM governance
group to support
identification and
rectification of issues
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1.9

1.10

111

Work Package

IRM Outreach &
Engagement

Ongoing Records Team
outreach and engagement
activities to support
implementation and
adoption of improvements
to information and records
management practices.

Outsourcing & Contracts

Inclusion of relevant
recordkeeping
requirements as part of
outsourcing and contractual
arrangements to ensure
Council records are
appropriately managed and
available for as long as
required.

IRM Resourcing

Consideration of resourcing
required to support
improvement of information

Key Tasks

Assign responsibility for ongoing monitoring
activities

Identification of need for outreach / liaison with
business units through routine auditing / monitoring
activities

Ongoing outreach / liaison with business units to
identify opportunities for improvements in
information and records management

Ongoing outreach / liaison with business units to
provide support in adhering to roles and
responsibilities

Creation of standard recordkeeping clauses to be
included in outsourcing agreements and contracts

Ongoing inclusion of recordkeeping clauses in
contracts

Develop guidance for contractors regarding
recordkeeping responsibilities

Review existing resourcing available, including staff
resourcing, to determine whether resourcing is
sufficient

Outputs /
Deliverables

— Risk

management
plans

Business unit
IRM process /
practice

improvements

Recordkeeping
contractual
clause/s

Executed
contracts
inclusive of
recordkeeping
clause/s

Contractor
recordkeeping
guide

Resourcing
review

Dependencies

Information
Governance
Framework
and IRM Policy
1.2

IRM auditing /
monitoring
measures (1.8)

Information
Governance
Framework
and IRM Policy
1.2

NA

Resources

Activities to
be carried out
internally

Council's
legal
practitioners
to develop
clauses

Activities to
be carried out
internally

Communications /
Change Management

Routine informal
communications with
business units

Liaison with Council
legal practitioners to
develop clauses

Communication with
parties Council enters
into agreements with to
clearly articulate
recordkeeping roles and
responsibilities

Liaison with relevant
internal stakeholders
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Communications /
Change Management
regarding existing /
proposed resourcing

Outputs / Resources
Deliverables
Resourcing

business case

Dependencies

Work Package

Key Tasks

and records management
practices at Council is
necessary to ensure
sufficient resources and
skills are available.

Where additional resources are required, develop
business case for resourcing and seek approval
through relevant internal channels

Stream 2: Systems & Business

Work Package

TechnologyOne
Governance

With planned future use of
TechnologyOne as a core
corporate system supporting
critical Council functions, it
is of utmost importance that
design, configuration and
governance of the system is

well planned for.

For further information, see

Section 5.2.1.

Key Tasks

Identify relationship between existing
modules and proposed future modules to
determine any required changes to existing
configuration

Liaise with key internal stakeholders to
determine business requirements for
TechnologyOne, including any metadata or
access requirements

Map TechnologyOne metadata fields to
fields in systems from which records will be
migrated

Identify any required integrations between
TechnologyOne and other Council systems

Outputs /
Deliverables

TechnologyOne
Governance Plan

TechnologyOne
system design
and configuration
documentation

Dependencies

Related to work
package 2.2

Assessment of
TechnologyOne-
ECM and M365
have been
completed and
decisions around
migration of
content from CM9
have been
determined.

Configuration
should be

Resources

Vendor support
will be required in
developing
relevant
governance,
design and
configuration
documentation

Other external
support may be
required in
determining
requirements for
system

Communications /
Change
Management

Liaison with relevant
internal stakeholders
regarding system
requirements

Liaison with relevant
internal stakeholders
supporting
identification of
system requirements,
and system
implementation

Sharing of draft
system governance /
design documentation
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Work Package

2.2 TechnologyOne
Implementation

There is a need to carry out
appropriate planning to
support implementation of
the OneCouncil platform,
and subsequent
decommissioning of
superseded corporate
systems to ensure that
records and associated
metadata are migrated
successfully and protected
from loss.

Key Tasks

for TechnologyOne, including required
metadata capture, custom indexes, security
classes, etc.

Develop system design documentation, and
review with relevant internal stakeholders to
identify any gaps

Develop a TechnologyOne governance plan
which identifies system roles and
responsibilities, change management
processes, retention and disposal
requirements, and other matters as required

Implement system and document system
configuration

Determine requirements and timeframe for
TechnologyOne implementation, including
required migration of data from other

systems / integration with existing systems

Develop TechnologyOne implementation
plan

UAT Testing. Develop a test plan that
addresses the types of testing required,
testing schedule, requirements, use cases,
roles and responsibilities. Ensure enough
time is allowed for testing configurations,
integrations and data migrations.

Identify specific recordkeeping requirements

Outputs /
Deliverables

TechnologyOne
Implementation
Plan

UAT Test plan.

Dependencies

informed by

Business process

mapping (2.10)
and metadata
schema (2.11)

Configuration

could be informed

by security &
Access Model
(2.4)

Related to
TechnologyOne
governance (2.1)

Resources

governance /
design

Vendor support
will be required in
developing both
implementation
and
decommissioning
plans

Other external
support may be
required to
support
development of

Communications /
Change
Management

with relevant internal
stakeholders for
review and approval

Communications with
Executive to seek
authorisation for
implementation and
decommissioning
plans

Communications with
relevant internal
stakeholders
regarding roles and
responsibilities for
systems
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Work Package

For further information, see
Section .2.1.

Microsoft 365 (M365)
solution design and
governance

Implementation of effective
governance controls to
ensure the M365 platform is
well managed, including
records stored in the
platform.

Design of M365 should be in
line 1ISO16175 functional
requirements

For further information, see
Section 5.2.2.

Key Tasks

Develop a M365 solution design and
governance plan, that details:

— Integration with other systems (including
governance tools such as AvePoint or
RecordPoint)

— Operational roles and responsibilities for
SharePoint, Teams etc.,

— The governance model, site owners etc,
— Information architecture,

— Use of functionality such as content
types, labels, metadata,

— Relationships / integration with other
corporate systems, and

— Operational procedures

Assessment of third-party products, including
AvePoint and RecordPoint, that support

Outputs /
Deliverables

M365 solution
design and
governance plan

Third-party

vendor
assessment

Dependencies

Assessment of
TechnologyOne-
ECM and M365
have been
completed and
decisions around
migration of
content from CM9
have been
determined.

Configuration
should be
informed by
Business process
mapping (2.10)
and metadata
schema (2.11)

Resources

planning
documents

External support
may be required
to develop and
implement the
M365 governance
plan

1ISO16175
Information and
documentation —
Processes and
functional
requirements for
software for
managing records

Communications /
Change
Management
implementation and
decommissioning

General
communications with
system users /
Council staff about
timelines for
implementation and
decommissioning, and
any action required to
be undertaken

Communications to
staff about appropriate
use of M365

Liaison with relevant
internal stakeholders
regarding
implementation of
governance controls
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Work Package Key Tasks Outputs /

Deliverables

M365 governance against Functional
Requirements for Managing Records in
M365 (See section 5.2.2 for additional
details).

2.4 Migration planning and Engage with the information technology team ~ System

A d'g'ta_l preser\_/atlo_n on migration plans for systems being decommissioning
Planning for migration and — gecommissioned or upgraded and identify: and migration
system decommissioning is plans
essential if Council is to — Records to be migrated / transferred

i i . Migration
ensure that high value / high Metadata requirements gration test
risk information is retained ] ) ) ) plans
and maintained for as long — Retention requirements so that migration o
as required. is linked to retention policies Migration test

L reports
Develop system decommissioning and P _
migration plans Preservation
strategy

Test system migration plan

Develop a preservation strategy and plan
that identifies risks and mitigation activities
associated with ensuring records are
preserved for the period of time they must be
retained. Identify mitigation activities
including:
— appropriate file formats for all records to
ensure digital records remain readable

— identifying the metadata required to
ensure records are accessible over time.

Dependencies Resources

Configuration
could be informed
by security &
Access Model
(2.4)

NA External support

may be required.

Communications /
Change
Management

Liaison with relevant
internal stakeholders
and vendors where
required.
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2.5

2.6

Work Package

Security & Access Model

Development and
implementation of a
functional security and
access model will support
more consistent application
of role-based security and
access permissions across
Council systems and
records repositories.

Development of security and
access related guidance for
staff will also help to embed
understanding of the
importance of, and
requirements for,
appropriately accessing,
using and sharing
information and records.

Systems Training &
Guidance

Whilst IRM training is
important in developing staff
understanding of their

Key Tasks

— ensure digital records can be exported
from systems with metadata

Use the governance group as a mechanism
to facilitate engagement. System
decommissioning, system upgrades should
be agenda items as part of the oversight

group.

Review existing security and access
permissions across systems

Develop a holistic security and access model
that aligns roles to functional security groups
with access to information assets and
repositories relevant to the business function
(e.g., an HR staff member will belong to the
HR Functional Security Group, which has
access to the HR system, employee related
indexes and security groups in ECM,
physical employee file storage areas)

Develop security and access related
guidance for staff

Identify training needs for Council systems

Identify responsibilities for development and
delivery of systems training

Outputs /
Deliverables

Enterprise
security & access
model

Security and
access guidelines

System training
needs
assessment

Dependencies

Repositories
identified in the
IAR (1.3) may
help inform
development of
security & access
model

Council may wish
to incorporate
systems training
needs in training

Resources

External support
may be required
for the
development of
the security &
access model

Existing systems
vendor training
collateral should

Communications /
Change
Management

Liaison with system
owners and
information custodians
to determine system
and information
access requirements,
and support
implementation of
security & access
model

Notifying any effected
users of changes to
security and access
permissions

Liaison with system
owners to identify /
communicate
responsibilities for
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2.7

Work Package

information and records
management
responsibilities, there is a
need to ensure appropriate
training is provided in use of
corporate systems to
support capture and
management of records.

Systems Procurement

Development and
implementation of
appropriate mechanisms to
support assessment,
evaluation and procurement
of new systems (both on
premise and cloud based).

Key Tasks

Develop systems training collateral

Ongoing: delivery of onboarding and
refresher systems training

Develop a set of minimum functional
specifications, inclusive of recordkeeping
and technology requirements, to support
assessment of proposed new systems
(Developed as part of this project)

Include Business Intelligence, IT and the
Records Team in panels for assessments of
new systems to support assessment against
minimum functional requirements

Develop a requirements statement that
vendors can respond to.

Update any systems procurement related
internal guidance (where relevant)

Outputs /
Deliverables

Systems training
collateral

Minimum system  NA
functional
requirements list

Ongoing:
Completed
system
assessments for
proposed new
systems

Dependencies

plan identified in
work package 1.7

Resources

be leveraged
where possible

Vendor support
may be required
for development
of training
collateral

1ISO16175
Information and
documentation —
Processes and
functional
requirements for
software for

managing records

Internal
resourcing to
carry out
identification of
technical

Communications /
Change
Management
systems training
development and
delivery

Liaison with HR to
ensure relevant
systems training is
part of new starter
onboarding

Communication with
Executive / Managers
regarding
arrangements for or
scheduling of training

Communicate to
relevant internal
stakeholders change
in systems
procurement process
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2.8

2.9

Work Package

Systems Assessment

Carrying out assessment of
systems (with priority to
systems containing high-
value or high-risk
information assets) to
ensure they meet NSW
State Archives & Records
Authority minimum
compliance requirements.

Priority should be given to
assessing TechnologyOne
and M365 to decide
suitability of systems for
managing records.

System Documentation

Centralising storage of
Council system governance
and design documentation
and, where gaps in
documentation exist,
developing system
governance and design

Key Tasks

Carrying out assessment of corporate
systems against ISO Functional
Requirements.

Configure system capabilities (where
possible) to bring system into alignment with
minimum compliance requirements

Developing strategies for protecting high-
value / high-risk information assets where
systems are unable to meet compliance
requirements (e.g., migrate / capture records
for long-term management)

Annual re-assessment of systems (or
assessment in line with major system
changes such as upgrades)

Centralising storage of existing system
governance and design / configuration
documentation

Identifying gaps in system governance and
design / configuration for core Council
systems

Outputs /
Deliverables

Completed
system
assessment
checklists

Updated system
design /
configuration
documentation
(where changes
are made to
system
configuration)

System
recordkeeping
strategy /
planning
documents
(where required)

Core system
governance plans
and system
design /
configuration
documentation

Dependencies

IAR (1.3) will
support
identification of
repositories with
high-value / high-
risk information
assets for
prioritisation of
assessments

TechnologyOne
and M365
governance and
design
documentation
considered in

Resources

functional
requirements

1ISO16175
Information and
documentation —
Processes and
functional
requirements for
software for
managing records

System vendor
support, or other
external support,
may be required
in undertaking
assessment of
systems

System vendor
support, or other
external support,
may be required
in developing
system
governance and

Communications /
Change
Management

Liaison with system
vendors where
required for
information gathering

Liaison with internal
system owners /
information custodians
to support system
assessments, and
implementation of any
required system
configuration changes

Liaison with system
owners / information
custodians to develop
system recordkeeping
strategies / plans
(where required)

Liaison with system
owners / information
custodians to support
development of
governance and
design documentation

25

INFORMATION MANAGEMENT STRATEGY AND ROADMAP



2.10

Work Package

documentation for core
Council systems.

Business Process
Mapping

High level business process
mapping to support
identification of opportunities
for improved information
management practices,
including appropriate points
of capture for records and
information supporting
business processes. This
should also include business
process where there are
ongoing or routine sharing
requirements.

Key Tasks Outputs /

Deliverables

Documenting / updating system design /
configuration of existing core systems,
inclusive of recordkeeping functionality and
information architectures

Developing / updating system governance
plans for core Council systems, inclusive of
recordkeeping functionality and information
architectures

Engage with teams to map business
processes.

Conduct workshops -
Review & map high risk / high value

business processes -
Identify opportunities for automation of

approval processes though application of
workflow and use of digital signatures.

Business process
maps identifying:
Records
created
Approval
points
— Business
function /
activity
supported
— System of
capture
— Security &
access
requirements
— Sharing
requirements
— Metadata
requirements

Dependencies

work packages
21&23

Related to work
package 2.1 and
2.2

Process mapping
should feed into
TechnologyOne
profiles

Resources

design
documentation

External support
may be required
to support
business process
mapping activities

IT input on
workflow
capability for
automation

Communications /
Change
Management

Communication with
identified stakeholders
regarding information /
input required to
support business
process mapping

Sharing process maps
with relevant internal
stakeholders
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2.12

Work Package

Metadata Schema

Metadata schemas support
consistent use and
application of metadata
across systems, which in
turn supports search and
discovery and
interoperability.

Network Drive Shutdown

Shutting down and
transitioning away from use
of the network drive,
including migration of
network drive content, will
require sufficient planning
and resourcing to be
successful.

Key Tasks

Develop a metadata schema that outlines
the metadata requirements for the
organisation’s information assets based on
AGRKMS, AGLS, and metadata specific to
MRC

Identify what metadata is necessary for the
creation, capture and management of
authoritative records

Identify what metadata support Council’s
recordkeeping and business requirements.

Develop a Council metadata scheme that
includes:
— Information categorisation (BCS)

— Access and security controls

— Encoding schemes for commonly used
terms

— Naming protocols
— Retention controls

Develop network drive shutdown plan, which

gives consideration to:
— Mapping to M365 repositories

— Requirements for ‘tidy up’ of records
— Migration of content to M365

— Roles and responsibilities, and business
unit involvement

Outputs /

Deliverables

Metadata schema

Network drive
shutdown plan

Dependencies

Related to work
package 2.1 and
2.3

Metadata schema
should feed into
TechnologyOne
and M365 design

Development of
M365 governance
plan and
information
architecture (see
work package
2.3)

May be included
in system
decommissioning
and migration

Resources

External support
may be required
to support
development of
metadata schema

External support
may be required
to support
development of
network drive
shutdown plan,
and migration
activities

Communications /
Change
Management

Liaison with internal
stakeholders and
system owners to
identify existing
metadata use and
requirements

Liaison with internal
stakeholders
regarding
requirements for
network drive
shutdown and use of
M365 as replacement

Routine
communications to
staff about shutdown,
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Work Package Key Tasks Outputs / Dependencies Resources Communications /

Deliverables Change
Management
and staff role in

plans identified in

work package 2.2 supporting shutdown
2.13 Data Quality Create Data Quality Statements for Council Data quality IAR (1.3) will Activities to be Liaison with data set
Developing a better data assets, using the Data.NSW Data statements support carried out owners / custodians
understanding of Council Quality Reporting Tool identification of internally
data assets will support data sets

identification of whether data
is fit for purpose, how the
data can be used and how it
may compare to similar data
held by other government
bodies.
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5.2.1 TechnologyOne

Council intends on expanding use of TechnologyOne offerings through the implementation of the
OneCouncil platform. Given the implementation of OneCouncil will also include the decommissioning
of a number of key corporate systems, there is a need to ensure that the OneCouncil implementation
is well planned for. This includes:
e Developing an implementation plan and timeline, which identifies key stakeholders and
change agents and required internal resourcing requirements, and incorporates
appropriate consultation with business stakeholders (including user acceptance testing)

e Developing a change management strategy to support change activities, given the
significant impact of such largescale change in systems

e Developing a holistic system design and configuration approach and documentation,
including identifying roles and responsibilities for ongoing administration and
maintenance of the system

e Understanding the relationship between existing modules and those to be
implemented, and any requirements for changes to configuration of existing modules to
support implementation of new modules

e Understanding the relationship between OneCouncil and Council’s broader information
environment, and developing sufficient guidance as to which systems support particular
business activities and which records, they should store

e Identifying business recordkeeping requirements and use cases to inform system
design and configuration decisions (such as implementation of custom indexes,
establishing workflows and development of system Quick Add Profiles)

e Identifying records and associated metadata stored in existing systems (such as CM9,
and Civica Authority) that require migration to the TechnologyOne environment, and
carrying out appropriate planning to ensure migration can occur without loss of records
and any associated metadata

e Planning for capture of any records saved in existing modules to ECM to support
ongoing management

¢ |dentifying required integration between TechnologyOne and other line of business
systems

¢ |dentifying any required third-party tools, or additional TechnologyOne tools, to support
integration (such as the RedOffice Microsoft Office and TechnologyOne add-in)

e Developing a UAT Test plan that will take a risk-based approach to the testing of the
design, configuration data migrations etc.

e Developing a strategy for OneCouncil use, including developing sufficient guidance and
training material to support uptake and appropriate use of the solution

e Delivering communications and training to staff in the lead-up to and after rollout of new
modules

e Providing Business Intelligence staff, and identified module owners, training to support
ongoing administration and use of the OneCouncil platform

OneCouncil is a complex solution that requires a significant amount of planning and forethought prior
to roll-out to support system design and configuration, and uptake and use. Given the complexity of
the solution, and added complication of some modules having already been implemented without a
holistic plan and approach for implementation, it is strongly recommended that Council consider
seeking the services of an external vendor to lead and support any further implementation.

Without sufficient planning, resourcing (both internal and external), TechnologyOne expertise, and
engagement with stakeholders there is risk that the OneCouncil solution will fail to meet both
business and recordkeeping requirements. This could lead to similar levels of dissatisfaction felt by
staff regarding the existing EDRMS CM9, and result in staff continuing to overly-rely on network
drives, Outlook and hardcopy records to support business activities.
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The scale of the OneCouncil implementation, and corresponding decommissioning of other line of
business systems, is significant and requires adequate internal and external resourcing to ensure that
existing records and associated metadata are protected from loss and that OneCouncil can support
ongoing capture and management of records in line with business and recordkeeping requirements.

5.2.2 Microsoft 365 + 3" party governance

Given Council’s plan to increase usage of the M365 platform to support capture and sharing of
records, there is a need for Council to establish a broader governance plan for the platform and
implement more advanced governance controls within the environment to support more effective
management of records and information.

This governance plan should cover topics including:
e Governance model for MRC environment

¢ Roles and responsibilities within environment

e Approach to change management (M365 an evergreen environment and there is a
need to monitor upcoming changes so that amendments to system configuration can
be made where required)

e Approach to creation and decommissioning of SPO sites, Teams and Groups

e Configuration and design decisions relating to solution capabilities and information
architecture

e High-level overview of access model and permissions

e Security and compliance governance controls (such as retention policies and data loss
prevention policies)

e Storage requirements / limits
e Service management and support

e Monitoring and reporting

Council is currently using E3 licensing to support its M365 environment, there are limitations on
governance controls and functionality available in the M365 Security and Compliance Centre. This
must be factored into Council's M365 Governance Plan. Specific records management governance
limitations due to licensing include:

¢ Inability to implement event-based retention (e.g., Destroy 7 years after expiry of

agreement, or Destroy 75 years after date of birth),

e Lack of disposition review feature with retention labels (i.e., ability to identify records
past their retention period, and either approve destruction, extend retention, or apply a
different retention label),

¢ |nability to automate application of retention labels based on conditions, and

e |nability to apply audit log retention policies (with E3 licensing unified audit log data is
only retained for 90 days).

M365 as a standalone platform does not satisfy all functional requirements for a system used for
recordkeeping. There are a range of vendors, including AvePoint and RecordPoint, that offer products
and services that integrates with M365 to provide functionality that enables SharePoint to be used as
a repository that meets recordkeeping requirements and best practice standards. Following is a short
explanation of each of these vendor options.

AvePoint

AvePoint offers Cloud Records to establish the information governance when SharePoint is adopted

as the corporate repository. AvePoint also provides associated tools that:

e Integrates Outlook with SharePoint to enable the capture of email seamless through Office
Connect, and
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¢ Facilitates the migration of records from network drives to SharePoint using Fly Migrator. An
archiving tool to automatically move content to a secure location for future retention or secure
disposal.

¢ Easily manage digital and physical content in a centralised platform.

Cloud Records

Cloud Records allows automation of business rules to manage content created and captured in M365
through the application of governance rules built within the Cloud Records solution. Cloud Records
works with a robust information architecture in M365 to automate the application of the rules with
minimal end user effort. Cloud Records can be configured to operate controls in the original
application (e.g., Outlook) or move items to SharePoint Online. Cloud Records supports metadata
and full text searching, role-based security, audit and dashboard reporting.

Office Connect

Office Connect enables the merging of content from Microsoft Outlook, Office, and Windows File
Explorer into SharePoint and Office 365. Office Connect allows users to drag and drop emails or
email attachments directly from Outlook into SharePoint, maintaining all associated metadata

AvePoint Fly Migrator

Fly Migrator consolidates and migrates on-premises Exchange, SharePoint, and file shares, or other
cloud content in Microsoft Teams and other repositories into Microsoft 365 cloud.2

RecordPoint

Records365, is an information and records management software solution that helps organisations
manage their regulatory, legal, and information governance requirements for electronic and physical
content. Records365 provide connectors to a variety of content sources, including SharePoint, file
shares, , Exchange Online to enable the “in-place” management of records in these location by the
application of governance rules.

Key features of Records365 include:

¢ Rules are used to evaluate content created within SharePoint to identify how to classify, retain
and treat content. Rules tie together one or more patterns with a specific outcome.

e Classification - Build your business classification scheme. Disposition schedules can be updated
centrally for any records in SharePoint and/or Office 365.

e Appropriate security and auditing are crucial for a compliant records system. RecordPoint
extends the SharePoint security model and in-built audit tracking by adding additional features to
maintain the integrity of records.

e Centralised Dashboard - Monitor and assess adherence to policy objectives and compliance
rules.

2 https://www.avepoint.com/au/products/hybrid/office-365-migration
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5.3

3.1

3.2

3.3

Stream 3: Information Management

Work Package

Storage Assessment

Understanding and
assessing the risks
associated with hardcopy
records storage locations is
an important step in
determining the suitability of
storage locations. Use of
suitable storage locations is
critical to the protection and
ongoing use of records.

Storage Holdings Register

Having up-to-date hardcopy
records register, inclusive of
baseline metadata
requirements, will support
consistent retrieval, use and
disposal of Council's
hardcopy records.

Storage Amalgamation

Having disparate stores of
hardcopy records can make
retrieval and management of
records over time more
challenging and costly.

Key Tasks Outputs /

Deliverables

Assessment of hardcopy records Completed
storage locations using compliance hardcopy
requirements identified in the NSW State records storage
Archives and Records Authority assessments
Standard on the physical storage of

State records

Address compliance gaps identified in

hardcopy records storage assessment

Review, audit and update current Updated
hardcopy record register of hardcopy hardcopy

records stored at all locations records register

Ensure register includes baseline
metadata:

— Unique identifier

— Description

— Business owner

— Disposal class

— Disposal due date

Records
disposal report

Identify and process records due for
disposal in all storage facilitates.

Dependencies

NA

NA

Updated hardcopy
records register would
support assessment
(see work package
3.3)

Resources

Activities to
be carried out
internally

Activities to
be carried out
internally

Assessment
to be carried
out internally

If
amalgamation

Communications /
Change Management

Communication with
information custodians
where owned physical
records may need to be
relocated

Liaison with record
business owners as
required

Liaison with record
business owners as
required.

Communication with
information custodians to



https://www.records.nsw.gov.au/recordkeeping/standard-the-physical-storage-state-records
https://www.records.nsw.gov.au/recordkeeping/standard-the-physical-storage-state-records

3.4

3.5

Amalgamation of storage
repositories, where possible,
would allow more consistent
retrieval and management of
records.

Disposal Guidelines

Helping staff to identify low-
value and short-term
information as well as high
value information will assist
the Council in meeting it’s
recordkeeping obligations.

Access Directions

Review, update and
expansion (where required)
of Council’s access
directions to ensure records
of Council are sufficiently
covered and access
directions appropriate.

Assess viability / value of amalgamating
remaining hardcopy records to one
storage location

Develop plan for amalgamation where
required

Implement amalgamation

Develop Retention & Disposal
Guidelines, inclusive of normal
administrative practice and records
transfer.

Review, update and expansion (where
required) of Council’'s access directions

Storage
amalgamation
assessment

Storage
amalgamation
plan

Retention & NA
Disposal
Guidelines

Information Asset
Register may help
inform access
direction review (1.3)

Updated access
directions

proceeds,
external
support may
be required

Activities to
be carried out
internally

Activities to
be carried out
internally

seek authorisation for
disposal activities

Communicate with staff
where to find the
guidelines.

Liaison with NSW State
Archives and Records
Authority regarding access
directions review and
update

Liaison with information
custodians to determine
access requirements
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Appendix 1: Related
Documents

Related documents are provided as attachment to this strategy and roadmap report.

Document Description

Information Management Roadmap Roadmap detailing timeframes for work packages
identified in this strategy. This document is to be read in
conjunction with this strategy document.

Functional Requirements ISO16175 and business functional requirements to
support assessment and design of systems. These
requirements should inform configuration of Council’s
chosen solution after decommissioning of the existing
Content Manager 9 and Civica Authority.




Appendix 2:
Recommendations Mapping

# Recommendation Related Work
Package/s
1 Develop an information asset register that: 1.3

e Defines information assets

e |dentifies custodians of information assets

e Identifies owners of systems

e Establishes a risk profile for information assets

¢ Identifies recordkeeping retention requirements

e Establishes responsibilities of information asset owners

2 Assign SRO responsibilities to senior member of the leadership team 1.2

3 Assign SRO to lead a governance forum ensuring compliance with 1.4
legislation and standards.

4 Develop a governance structure with a cross functional membership, 1.4
including representatives from Business Intelligence, Technology and
Digital Services, core business teams and chaired by the SRO (Director
of Corporate Services), that will provide strategic direction for information
and records management.

5 Develop a Records and Information Management Strategy and Roadmap  Ongoing
(Under development). strategic
planning, 1.5
6 Develop an information and records management framework that 1.2

establishes the organisations long term visions and goals, and identifies
the strategies to meet them.

7 Develop framework guidelines to create a suite of guidance for staff so 1.2
they understand how records should be managed and where records
should be captured. Guidance may include, but is not limited to:

e What records should be captured and into what authorised systems.
e Management of email as business records

e Management of digital records.

e Information access

e Digitising hardcopy documents

e Use of network drives

e Use of Microsoft Teams including chats, collaboration and sharing etc.
e Preservation of digital records.

e Scanning requirements

¢ Digitisation planning

e Decommissioning of systems

e Normal Administrative Practice (NAP)

e Transfer of records to NSW State Archives

e Retrieval, handling, safe transport of records.

8 Review and update the current Information and Records Management 1.2
Policy ensuring staff clearly understand what is expected from them when
managing the organisations information assets.

9 Develop a change management plan that incorporates communications 1.1
and ongoing training to achieve staff awareness of core organisational
recordkeeping expectations and understandings
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# Recommendation Related Work

Packagel/s
10 Create a training plan and develop training material for information and 1.7
records management, focussed both on compliance, system training
business rules and protocols. Optimise business partnering for tailored
sessions.
11 Ensure delivery of mandatory training for new starters and consider 1.7
making this training an annual event for all staff as a refresher
12 Include recordkeeping responsibilities in role descriptions and 1.6
performance review processes to ensure accountability and assist in the
understanding of responsibilities.
13 Acquire additional resources to support the improvement of records 1.11

management practices at the Council.

14 An information and records management specialist should be involved in 2.6
discussions, as part of the governance group, regarding new systems or
system redesign where high value, high risk records will be managed to
ensure functional requirements can be addressed.

15 Develop a monitoring and compliance program to assist the Council in 1.8
ensuring the level of information management maturity is always
improving.

16 Program an annual system health check review as part of the monitoring 1.8
and compliance program. Recordkeeping functionality advice and input
into information architectures and solution design for current and new

systems

17 Include recordkeeping functionality in information architectures and 2.1, 2.3, 2.7,
solution design for current and new systems 2.8,2.10&

2.11

18 Develop a governance model for M365 based on ADRI’s Functional 2.3,210&
Requirements for Managing Records in M365. 2.11

19 Ensure staff guidelines cover organisational security and access 2.5
requirements including:
Reporting

Identification, protection and management of sensitive information

20 Develop a metadata schema that outlines the metadata requirements for 2.1, 2.3 & 2.11
the organisation’s information assets based on AGRKMS, AGLS, and
metadata specific to MRC.

21 Undertake a comprehensive assessment of all business systems against 2.8
SARA'’s Checklist for assessing business systems.

22 Include business system audit and assessment as part of an annual 2.8
compliance program.
23 Ensure framework documentation includes business rules, procedures 1.2

and other control mechanisms to ensure accuracy and quality of records
created, captured and managed.

24 Plan to shut down shared drives 2.12
25 Develop business process mapping to determine requirements for 2.1, 2.3, 2.10,
capture of records. 2.11

26 Review Data.NSW'’s Data Quality Reporting Tool and NSW Government 2.13
Open Data Policy

27 Develop functional specifications based on ISO 16175 Part 1: Functional 2.7
requirements and associated guidance for any applications that manage
digital records, for implementation of new systems or upgrading of current
systems (Under development as part of current project.)

28 Explore third party products, including AvePoint and RecordPoint, that will 2.3
integrate with M365 to provide governance over Council records

29 Identify Council’'s unique metadata requirements for functional 2.7
requirements (Under development as part of current project)

30 Document all system configuration designs. 2.9

31 Develop system migration plans for systems to be retired. 2.4
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# Recommendation Related Work
Package/s

32 Test system migration plans in a test environment before finalisation in a 2.4
production environment.

33 Plan for decommissioning of systems and the migration of high risk, high 2.4
value information from these systems to prevent technological change
from compromising the accessibility or usability of information.

34 Review, audit and update current hardcopy record register of hardcopy 3.2
records stored at all locations

35 Update hardcopy record register with base line metadata requirements 3.2
including unique identifier, description, business owner, retention and
disposal authority class, date due for destruction.

36 Conduct an assessment of the facility storing physical records using 3.1
SARA’s: Standard on the physical storage of State records.

37 Consider amalgamating the two significant storage locations to Mathoura 3.3
which is the closest to the Records Team based in Moama.

38 Provide guidance to staff on what records can be destroyed according to 3.4
NAP.

39 Develop additional access directions where required 3.5
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1. INTRODUCTION

The Information and Records Management Strategy aims to support the Councils values of
collaboration, responsibility integrity and excellence by providing a program that is
responsive, consistent, clear, fair and transparent for the long-term strength, resilience and
profitability of the Murray River Council.

An effective strategy will ensure that information assets will be accessible, usable and protected,
where necessary, for as long as the Council needs them to support ongoing business processes and
the needs of the community it serves.

This strategy and action plan provides a roadmap of initiatives that describe the tasks, outcomes and
resources needed to implement recommendations made in the Current State Assessment. Work
packages are addressed as part of an implementation plan and roadmap. Implementation of work
packages will provide Council with greater consistency in information and records management
practices and governance, and will support compliance with NSW State Archives and Records
Authority recordkeeping requirements.

2. STRATEGIC DIRECTION

Core to any government organisation are the information assets they create and manage. The
Council’s records and information assets can help achieve community outcomes for the benefit
of its citizens. Managing records and information is an important activity for Council because
records:

e are central to local government activities,

e provide evidence of the Council’s business activities,

e support effective and informed decision making,

e support efficient service delivery to the community,

e capture corporate knowledge and history, and show past actions,
e are used every day in the conduct of business,

e enable the Council’s ability to meet legislative obligations.

To support the above outcomes, records and information need to be:
e Trustworthy and managed accountably

e Readily accessible, understandable and useable
e Valued as critical to business operations

¢ Maintained to meet business, government and community purposes.

2.1 INFORMATION AND RECORDS MANAGEMENT PRINCIPLES

The current state assessment and recommendations are in line with NSW State Archives and Records
three key principles for effective records and information management identified in the Records
Management Standard.
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The three key principles for effective records and information management! are:

Principle Requirement

1. Organisations Corporate records and information management is directed by policy and
take strategy.
responsibility _ ) _ o _
for records and Records and information management is the responsibility of senior
information management who provide direction and support for records and information
management management.

Corporate responsibility for the oversight of records and information
management is allocated to a designated individual (senior responsible
officer)

Organisations have skilled records and information management staff or
access to appropriate skills.

Responsibility for ensuring that records and information management is
integrated into work processes, systems, and services is allocated to
business owners and business units.

Staff and contractors understand the records management responsibilities of
their role, the need to make and keep records, and are familiar with the
relevant policies and procedures.

Records and information management responsibilities are identified and
addressed in outsourced, cloud and similar service arrangements.

Records and information management is monitored and reviewed to ensure
that it is performed, accountable and meets business needs.

2. Records and Records and information required to meet short and long term needs are
information identified.
management . . _
support High risk and high value areas of business and the systems, records and
business information needed to support these business areas are identified.

Records and information management is a designed component of all
systems and service environments where high risk and/or high value
business is undertaken.

Records and information are managed across all operating environments.

Records and information management is designed to safeguard records and
information with long term value.

Records and information are sustained through system and service
transitions by strategies and processes specifically designed to support
business and accountability.

3. Records and Records and information are routinely created and managed as part of

information are normal business practice.
well managed _ . _
Records and information are reliable and trustworthy.

Records and information are identifiable, retrievable and accessible for as

1 https://www.records.nsw.gov.au/recordkeeping/rules/standards/records-management
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Principle Requirement

long as they are required.

Records and information are protected from unauthorised or unlawful access,
destruction, loss, deletion or alteration.

Access to records and information is managed appropriately in accordance
with legal and business requirements.

Records and information are kept for as long as they are needed for
business, legal and accountability requirements.

Records and information are systematically and accountably destroyed when
legally appropriate to do so.

Recommendations provide direction for the Council to achieve improved records and information
management maturity in line with the above principles. The following action plan provides a roadmap to
implement recommendations made in the Current State Assessment. Implementing the action plan will
support compliance with NSW State Archives and Records Authority recordkeeping requirements.
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3. IMPLEMENTATION OVERVIEW

The implementation plan is a program of improvements for information and records management (IRM)
maturity across Council. The roadmap and implementation plan are comprised of 3 streams, over a 3-year
period. Each stream comprises a series of work packages designed to improve information and records
management practices.

The three streams are:

People & Governance
Systems & Business
Information Management

The following implementation plan comprises three parts:

Implementation strategy inclusive of:

High level implementation strategy, which outlines:

the project stream,
aims and objectives
work packages, and

outcomes
Roadmap at a glance, and

Implementation requirements.
Project implementation plan, which outlines:
Project streams and work packages,

Work package details:

Key tasks
Outputs / deliverables
Dependencies
Resources
Comms / Change Management
Priority

Appendices
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4. IMPLEMENTATION STRATEGY

4.1 High-level Implementation Strategy

# Project Stream Aims & Objectives Work Packages Outcomes
1 People & Development and implementation of appropriate Work packages in this project stream « Change management activities for IRM
Governance governance tools, and embedding of good records include: improvements identified and planned for
management practices, to support more effective
capture, use and management of records and 1.1 Change Management e Council staff have sufficient understanding of
information over time. their information and records management

1.2 Governance Framework s .
responsibilities, and the skills to be able to

This stream includes both ongoing and recurring meet these responsibilities

activities related to: 1.3 Information Asset Register

e Council has a governed approach to creation,
capture, use and management of information

, 1.4 IRM
« review and update of governance Governance Group

tools, .
1.5 IRM Planning assets, and requirements for records and
teeri d itori finf i information management are clearly defined
¢ steering and monitoring ot information 1.6 IRM Roles & Responsibilities and communicated

governance program,

1.71RM Training « IRM activities are planned for and routinely

considered by a governance group

e identification of Council information
assets, 1.8 Monitoring & Compliance
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# Project Stream Aims & Objectives Work Packages Outcomes
e delivery of IRM training and aligning 1.9 IRM Outreach & Engagement e Council has greater visibility over owned
records management responsibilities information assets, ownership and information

with strategic, operational and 1.10 Outsourcing & Contracts

personal work plans, and

repositories

1.11 IRM Resourcin . . . .
& e Compliance with records and information

e ongoing IRM outreach and requirements is routinely monitored and any
engagement gaps or issues addressed in a timely manner

e Council staff understand their records
management responsibilities, and are held
accountable for good records management
practices

¢ Information and records management training
is routinely delivered to staff

e Training addresses are range of skills and

capabilities
2 Systems & Development of a structured and governed Work packages in this project stream o Corporate systems training is routinely
Business approach to design and use of Council systems will  include: delivered to staff to support ongoing use and
support more consistent and effective learning

management of records over time. 2.1 TechOne Governance
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Project Stream

Aims & Objectives

Better systems design and governance, including
systems training, will also ensure staff have a
better understanding of appropriate use of

systems for records storage.

Documenting Council’s requirements for systems,
including functional and metadata requirements,
will ensure more consistent design and
configuration of systems and aid interoperability.
Having documented requirements will also support
assessment of proposed new and existing systems
to ensure they meet requirements, and allow

identification of records management risks.

Work Packages

2.2 TechOne Implementation

2.3 Microsoft 365 Design Solution and

Governance Plan

2.4 Migration Planning

2.5 Security & Access Model

2.6 Systems Training & Guidance

2.7 Systems Procurement

2.8 Systems Assessment

2.9 Systems Documentation

2.10 Business Process Mapping

2.11 Metadata Schema

2.12 Network Drive Shutdown

2.13 Data Quality

Outcomes

Information and records management process
improvements implemented

Council has a structured and governed
approach to system governance and design,
with records management requirements
considered

Access to and security of Council’s systems
and records is consistently managed

Council has a structured and governed
approach to governance, administration and
use of TechnologyOne

Council has a structured and governed
approach to governance, administration and
use of Microsoft 365

Proposed new systems and existing systems
are assessed against records management
functional requirements
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# Project Stream Aims & Objectives Work Packages Outcomes

e Key business processes are understood and
mapped to support process and records
management improvements

e Council's metadata needs are understood and
documented

e Quality of Council’s data assets is understood

e Decommissioning and migration of systems,
including network drives, is planned for

3 Information Increase the level of maturity for managing Work packages in this project stream e Council information assets are disposed of in a
Management Council’s hardcopy records. Consolidating include: routine and timely manner, reducing overall
repositories will assist in implementing better storage and management costs.

controls for tracking and storing physical records in 3.1 Storage Area Assessment
Council’s custody to more easily access and protect o Risks associated with Council records storage

3.2 Audit Storage Holdings .. .
records. g & areas are known and mitigated where possible

3.3 Storage Amalgamation . .
e Controls are in place to more effectively track

and support access to physical records, with
location of physical records in Council custody

3.4 Disposal Guidelines
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# Project Stream Aims & Objectives Work Packages Outcomes
known

3.4 Access Directions

e Disposal requirements are known by general
staff

e Access Directions for Council records are
current
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4.2 Roadmap at a Glance

People and Governar

Year |

July 2022 — June 2023

Develop IRM change management plan
Establish IRM Governance Group
Update IRM policy

Establish information governance
framework

Develop information asset register
Develop TechnologyOne governance
Review IRM resourcing requirements

M365 solution design and governance
plan

Third-party vendor assessment
Migration planning & digital preservation
Develop security & access model
Systems Assessment

Business unit IRM process / practice
improvements

Develop business process mapping

ECM Design & Configuration

Tal=
L

Year 2

July 2023 — June 2024

Establish information governance
framework

Develop information asset register
Develop IRM training plan and collateral

Establish information governance
framework

Develop TechnologyOne governance
Migration planning & digital preservation
Develop security & Access model
Systems Assessment

Business unit IRM process / practice
improvements

Systems Documentation

Develop business process mapping
Develop metadata schema

Develop network drive shutdown plans

ECM Design & Configuration

Systems & Business

Year 3

July 2024 — June 2025

Develop IRM training plan

Develop IRM procedures & guidelines
Systems Documentation

Develop TechnologyOne governance
Migration planning & digital preservation

Business unit IRM process / practice
improvements

Develop metadata schema

Develop network drive shutdown plans
ECM design & configuration

Systems Documentation

Develop security & access model

Update Access Directions

Information

hAA —~ 5 ~ s
NManageme

Year 4

5 June 2026

Establish compliance monitoring program
Identify IRM roles & responsibilities
Develop IRM procedures & guidelines
Update Access Directions

Develop disposal guidelines
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People and Govermnance Systems & Business Information Management
July 2026 — June 2027 July 2027 — June 2028
Systems Procurement Establish compliance monitoring program
Storage Holdings Register Develop outsourcing & contracts
guidance

Storage Assessment

Systems Procurement

Dewvelop data quality statements
Storage Holdings Register
Storage Assessment

Storage Amalgamation
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counci

4.3 Implementation Requirements
This implementation plan and roadmap requires clear prioritisation and support from Executive leadership
for long term investments and ongoing management of the program and engagement of stakeholders to
effect change. There are a number of key requirements for an effective implementation, such as:
Resourcing with accountability / responsibility for project management and oversight of the
program.

Accountability for business owners in supporting / leading implementation of change activities at a
local level.

Ongoing budgets and funding.

Work packages are run using project management methodology with clear activities,
responsibilities, tasks, deliverables, scheduling, governance and reporting requirements.

Where internal resources are used staff can focus on project activities and can be released from
business-as-usual activities as required.

Appropriate scoping and understanding of costs associated where external support is required to
progress project activities.

It is important to note that while a number of project activities may be one-off, there are a range of ongoing
or recurring activities that are required to support the embedding of an effective and compliant information
and records management program at Council.
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5. Implementation Plan

The implementation plan is comprised of project streams and work packages or projects, within each stream.

The implementation plan uses the following icons to indicate priority:

A high priority

medium priority

low priority

51 Stream 1: People & Governance

Work Package Key Tasks Outputs / Deliverables Dependencies Resources Communications /
Change Management
1.1  Change Management Identification of key change and communication IRM Change Executive External Communications with

Development of a change activities, and key stakeholders and change champions.  Management Plan support support may  key stakeholders and

A management plan Development of change management plan that be required  change champions
(including required identifies: to develop identified within the

icati iviti Change lan to raise

communication activities) - Desired changes in IRM behaviours and g P

to support implementation Management awareness of change

of information and records practices Plan management and
management improvement —  Change model communications roles
activities identified in this _ Challenges and responsibilities
Strategy. . .

- User adoptlon strategles Communication of

- Roles and Responsibilities Change Management

Plan to relevant

Develop a communication plan that identifies: internal stakeholders
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A=) Information & Records Management Strategy

murray river Associated with Information & Records Management Policy (POL-207)
council
# Work Package Key Tasks Outputs / Deliverables Dependencies Resources Communications /

Change Management
—  Communication principles and goals for review / approval

- Stakeholder engagement communication
channels

- Targeted priorities

1.2 Governance Framework Develop Council-wide Information Governance Information Governance Executive External Communication of
Development and Framework that considers Council’s approach to Framework support support may  proposed framework
A implementation of management of information assets across be required and policy documents
i idi domains: Updated IRM Policy to develop/  to relevant internal
appropriate guiding . p vant interna
information governance . S . review stakeholders for
— upporting IRM .
framework, information and Information & Records Management pro[::?edureg"s B framework, review / approval
records management (IRM) - Information Security L policy and
; ; guidelines Internal publication
policy and supporting B other p
Data Management d icati f
procedures and guidelines. . documents and communication o
- Privacy framework and policy

Update the Information and records management to Council staff

policy to provide direction for the management of
information assets including the creation, capture,
management, use and disposal of records. Identify
staff responsibilities in the policy including the
Senior Responsible Officer (SRO).

Review current procedures, update and develop new
guidance as required to cover the following broad
categories:

- Creation, capture and sharing of
information
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murray (il\ler Associated with Information & Records Management Policy (POL-207)
counci

Work Package Key Tasks Outputs / Deliverables Dependencies Resources Communications /

Change Management

- Describing information - naming protocols
- Disposing of information

- Protecting information

- Normal Administrative Practice

Develop business rules or short guides to cover a
variety of recordkeeping aspects. Tailor these as
needed to meet specific requirements. Undertake
review processes with relevant stakeholders.

Publish procedures to intranet for easy access.

1.3 Information Asset Register ~ Undertake a review of information assets, Information asset register IAR is External Communications with

An important tool in identifying high value / high risk assets recognised as  support may information asset
A understanding where ) . ) _SyStem pwners an_d a key be required owners and
information assets are held, Identify the types of |n.format|or.1 §§set§, system of !nforr.n.atlon custodians organisational  to develop custodians to provide
sensitivity requirements, recorq, ownert custodian, sensitivity, risk level and  identified tool supporting  I1AR information about
retention needs, custodians retention requirements Information expectations for
and owners and system of . . . S Governance notifying of changes to
record. Document in an information asset register: Framework information assets
- The information asset 1.2)

Communications with
IAR owner/s to outline
—  Business owners, custodians responsibility for

- Security requirements periodic review and
update of IAR

- Business system, repository

- Recordkeeping requirements, that is,
linked to business function / activity
and retention requirements.
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murray river
council

Work Package

IRM Governance Group

Establishment of Council
IRM governance group to
consider and provide
strategic direction on IRM
matters and develop a
collaborative approach to
managing Council
information assets.

IRM Planning

Ongoing strategic and
operational IRM planning to
ensure IRM improvement
and operational activities
are clearly identified, and
aligned to broader Council
delivery and operational
plans.

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Key Tasks

- Risks to information assets and determine

mitigation activities.

Plan for periodic review of the IAR

Identify responsibility and ownership of IAR

Outputs / Deliverables

Dependencies

Resources

Communications /
Change Management

Identify scope of governance group, including roles  IRM governance group Information Internal Communication with
and responsibilities for IRM activities such as terms of reference Governance membership  members about scope
framework and policy development and review, Framework from across  of governance group,
and maintenance of the information asset register and Information and roles and
supporting Governance responsibilities
Establish IRM governance group (SRO to chair) IRM Policy domains
with membership inclusive of representatives from (1.2)
across Information Governance Framework
domains and key business functions Information
Asset Register
1.3)
Carry out routine IRM operational planning IRM operational plan Council Planning to Communication with
delivery / be carried relevant stakeholders
Carry out routine IRM strategic planning, and IRM strategic plan (In operational outinternally  of roles and
ensure strategic activities are aligned to / included  development) plans responsibilities for

in broader Council operational and delivery
planning documents as required

Identify resources required, including estimated
budget, to support operational and strategic IRM
activities

implementation of
activities identified in
operational and
strategic IRM plans

Communicating
identified strategic
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murray river

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

#

1.6

1.7

council

Work Package Key Tasks Outputs / Deliverables Dependencies Resources Communications /
Change Management
IRM activities to
relevant internal
stakeholders for
inclusion in Council
corporate planning
instruments

IRM Roles & Inclusion of IRM responsibilities in position Updated Code of Information Activities to Communication with /

Responsibilities descriptions for all Council staff Conduct Governance be carried to staff to raise

Once roles and ) - Framework / outinternally  awareness of their

responsibilities for IRM are Update Code of Conduct to include IRM Updat_ed. Position IRM Policy IRM roles and

established, there is a need responsibilities Descriptions and responsibilities

to ensure roles and . . e . identification

responsibilities are clearly Inclusion of IRM activities and responsibilities in Operational plans of roles and Liaison with relevant

communicated and

business unit operational plans and staff member
performance plans

(inclusive of IRM
activities)

responsibilities

internal stakeholders
to ensure IRM

included in relevant for IRM (1.2) em
governance / plann.ing Performance plans _reslpt()jnjl?llltlels aret
documents as required. (inclusive of IRM included in re evan.
- governance / planning
responsibilities /
S documents
activities)
IRM Training Develop IRM training plan including identification IRM Training Plan Information External Communication with
Training is a critical of: o Governance support may  relevant internal
component of ensuring that . . IRM training collateral Framework / be required  stakeholders to
staff understand their IRM - |der:jtlf:gat|on of;ralnlngdneeds ang-|- ) Various training delivery IRM Policy to support describe IRM training
roles and responsibilities, f © |ve.ry. modes, and responsibilities methods and development  roles and
and are equipped with the or training identification of IRM responsibilities
skills to meet IRM - training gaps relating to information and of roles and training plan

Communication with
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murray river
council

Work Package

responsibilities. Training

helps to embed a consistent

and effective information
management culture.

Key Tasks

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables Dependencies Resources Communications /

Change Management
records management Training reports responsibilities  and Executive / Managers
for IRM (1.2) collateral regarding

arrangements for or
scheduling of training

stakeholder groups for training,

the best training methods to support the
stakeholders to maximise the results

training materials required to support the Communication with
framework e.g., onboarding, HR regarding
attestation, records and information alignment of training
management refreshers, targeted activities With qther
team session, hot topics etc. corpgrate training
activities

how training will be delivered e.g.,
eLearning, face to face or a
combination.

IRM training and guidance collateral

Deliver mandatory training for new starters and
consider approach and collateral to meet various
staff needs including:

eLearning
Short videos for time poor staff

Step by step processes for key business
activities

Face to face training sessions for
recordkeeping basics and systems
training

One on one sessions for systems training
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council

Work Package

Monitoring & Compliance
Ongoing monitoring and
compliance of IRM program
performance, risk
identification will help to
ensure that any issues or
opportunities for
improvement are identified
and addressed in a timely
manner.

IRM Outreach &
Engagement

Ongoing Records Team
outreach and engagement
activities to support

Key Tasks

Include systematic and regular monitoring of staff
IRM awareness as part of monitoring program.

Establish a monitoring and compliance program
with controls and measures to review
implementation progress, and effectiveness of IRM
program

Establish criteria for review and key performance
indicators

Carry out routine internal auditing and monitoring,
including annual system health check

Carry out routine assessment of IRM program
against NSW State Archives and Records
Authority RMAT tool

Identify risks and develop plans for remediation of
risks

Assign responsibility for ongoing monitoring
activities

Identification of need for outreach / liaison with
business units through routine auditing / monitoring
activities

Ongoing outreach / liaison with business units to
identify opportunities for improvements in

Information & Records Management Strategy

Outputs / Deliverables

Monitoring and
compliance program
supported by:

Audit /
monitoring
measures

- Audit/
monitoring
reports

- Performance
reports

- RMAT
assessment
S

- Risk
managemen
t plans

Business unit IRM
process / practice
improvements

Dependencies

Information
Governance
Framework
and IRM
Policy (1.2)

IRM
governance
group
establishment
1.4)

Information
Governance
Framework
and IRM
Policy (1.2)

Resources

External
support may
be required
for
development
of monitoring
criteria /
KPIs

Activities to
be carried
out internally

Associated with Information & Records Management Policy (POL-207)

Communications /
Change Management

Communications with
staff responsible for
ongoing monitoring to
outline roles and
responsibilities

Ensuring results of
monitoring are
reported to the IRM
governance group to
support identification
and rectification of
issues

Routine informal
communications with
business units
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Work Package

implementation and
adoption of improvements
to information and records
management practices.

Outsourcing & Contracts

Inclusion of relevant
recordkeeping
requirements as part of
outsourcing and contractual
arrangements to ensure
Council records are
appropriately managed and
available for as long as
required.

IRM Resourcing

Consideration of resourcing
required to support
improvement of
information and records
management practices at
Council is necessary to
ensure sufficient resources
and skills are available.

Key Tasks

information and records management

Ongoing outreach / liaison with business units to
provide support in adhering to roles and
responsibilities

Creation of standard recordkeeping clauses to be
included in outsourcing agreements and contracts

Ongoing inclusion of recordkeeping clauses in
contracts

Develop guidance for contractors regarding
recordkeeping responsibilities

Review existing resourcing available, including
staff resourcing, to determine whether resourcing
is sufficient

Where additional resources are required, develop
business case for resourcing and seek approval
through relevant internal channels

Information & Records Management Strategy

Outputs / Deliverables

Recordkeeping
contractual clause/s

Executed contracts
inclusive of
recordkeeping clause/s

Contractor recordkeeping
guide

Resourcing review

Resourcing business
case

Dependencies

IRM auditing /
monitoring
measures
(1.8)

Information
Governance
Framework
and IRM
Policy (1.2)

NA

Resources

Council’s
legal
practitioners
to develop
clauses

Activities to
be carried
out internally

Associated with Information & Records Management Policy (POL-207)

Communications /
Change Management

Liaison with Council
legal practitioners to
develop clauses

Communication with
parties Council enters
into agreements with
to clearly articulate
recordkeeping roles
and responsibilities

Liaison with relevant
internal stakeholders
regarding existing /

proposed resourcing
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Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Stream 2: Systems & Business

Work Package

TechnologyOne Governance

With planned future use of
TechnologyOne as a core
corporate system supporting
critical Council functions, it is
of utmost importance that
design, configuration and
governance of the system is
well planned for.

For further information, see
Section 5.2.1.

Key Tasks

Identify relationship between existing
modules and proposed future modules to
determine any required changes to existing
configuration

Liaise with key internal stakeholders to
determine business requirements for
TechnologyOne, including any metadata or
access requirements

Map TechnologyOne metadata fields to fields
in systems from which records will be
migrated

Identify any required integrations between
TechnologyOne and other Council systems

Identify specific recordkeeping requirements
for TechnologyOne, including required
metadata capture, custom indexes, security
classes, etc.

Develop system design documentation, and
review with relevant internal stakeholders to
identify any gaps

Develop a TechnologyOne governance plan

Outputs / Deliverables

TechnologyOne
Governance Plan

TechnologyOne
system design and
configuration
documentation

Dependencies

Related to work
package 2.2

Assessment of
TechnologyOne-
ECM and M365
have been
completed and
decisions around
migration of
content from
CM9 have been
determined.

Configuration
should be
informed by

Business process

mapping (2.10)
and metadata
schema (2.11)

Configuration
could be
informed by

security & Access

Resources

Vendor support
will be required in
developing
relevant
governance,
design and
configuration
documentation

Other external
support may be
required in
determining
requirements for
system
governance /
design

Communications /
Change Management

Liaison with relevant
internal stakeholders
regarding system
requirements

Liaison with relevant
internal stakeholders
supporting
identification of
system requirements,
and system
implementation

Sharing of draft
system governance /
design documentation
with relevant internal
stakeholders for
review and approval
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Work Package

TechnologyOne
Implementation

There is a need to carry out
appropriate planning to
support implementation of
the OneCouncil platform, and
subsequent decommissioning
of superseded corporate
systems to ensure that
records and associated
metadata are migrated
successfully and protected
from loss.

For further information, see
Section .2.1.

Key Tasks

which identifies system roles and
responsibilities, change management
processes, retention and disposal
requirements, and other matters as required

Implement system and document system
configuration

Determine requirements and timeframe for
TechnologyOne implementation, including
required migration of data from other

systems / integration with existing systems

Develop TechnologyOne implementation
plan

UAT Testing. Develop a test plan that
addresses the types of testing required,
testing schedule, requirements, use cases,
roles and responsibilities. Ensure enough
time is allowed for testing configurations,
integrations and data migrations.

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables

TechnologyOne
Implementation Plan

UAT Test plan.

Dependencies

Model (2.4)

Related to
TechnologyOne
governance (2.1)

Resources

Vendor support
will be required in
developing both
implementation
and
decommissioning
plans

Other external
support may be
required to
support
development of
planning
documents

Communications /
Change Management

Communications with
Executive to seek
authorisation for
implementation and
decommissioning
plans

Communications with
relevant internal
stakeholders
regarding roles and
responsibilities for
systems
implementation and
decommissioning

General
communications with
system users /
Council staff about
timelines for
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Work Package

Microsoft 365 (M365)
solution design and
governance

Implementation of effective
governance controls to ensure
the M365 platform is well
managed, including records
stored in the platform.

Design of M365 should be in
line 1ISO16175 functional
requirements

For further information, see
Section 5.2.2.

Key Tasks

Develop a M365 solution design and
governance plan, that details:

- Integration with other systems
(including governance tools
such as AvePoint or
RecordPoint)

- Operational roles and
responsibilities for SharePoint,
Teams etc.,

- The governance model, site owners
etc,

- Information architecture,

- Use of functionality such as content
types, labels, metadata,

- Relationships / integration with
other corporate systems, and

- Operational procedures

Assessment of third-party products, including
AvePoint and RecordPoint, that support
M365 governance against Functional

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables

M365 solution design
and governance plan

Third-party vendor
assessment

Dependencies

Assessment of
TechnologyOne-
ECM and M365
have been
completed and
decisions around
migration of
content from
CM9 have been
determined.

Configuration
should be
informed by
Business process
mapping (2.10)
and metadata
schema (2.11)

Configuration
could be
informed by
security & Access

Resources

External support
may be required
to develop and
implement the
M365
governance plan

1ISO16175
Information and
documentation —
Processes and
functional
requirements for
software for
managing
records

Communications /
Change Management
implementation and
decommissioning, and
any action required to
be undertaken

Communications to
staff about appropriate
use of M365

Liaison with relevant
internal stakeholders
regarding
implementation of
governance controls
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A=) Information & Records Management Strategy

murray river Associated with Information & Records Management Policy (POL-207)
council
Work Package Key Tasks Outputs / Deliverables  Dependencies Resources Communications /
Change Management
Requirements for Managing Records in Model (2.4)
M365 (See section 5.2.2 for additional
details).
[ ]

2.4 Migration planning and Engage with the information technology team ~ System NA External support  Liaison with relevant
digital preservation on migration plans for systems being decommissioning and may be required. internal stakeholders
Planning for migration and decommissioned or upgraded and identify: migration plans and Yendors where
system decommissioning is Migration test pl required.
essential if Council is to —  Records to be migrated / transferred ~'v''8ration test pians
ensure that high value / high ~  Metadata requirements Migration test reports
risk information s retained —  Retention requirements so that Preservation strategy
and maintained for as long as . L .

. migration is linked to retention
required. 7
policies

Develop system decommissioning and
migration plans

Test system migration plan

Develop a preservation strategy and plan
that identifies risks and mitigation activities
associated with ensuring records are
preserved for the period of time they must be
retained. Identify mitigation activities
including:

- appropriate file formats for all
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Work Package

Security & Access Model

Development and
implementation of a
functional security and access
model will support more
consistent application of role-
based security and access
permissions across Council
systems and records
repositories.

Development of security and
access related guidance for
staff will also help to embed

Key Tasks

records to ensure digital records
remain readable

- identifying the metadata required to
ensure records are accessible
over time.

—  ensure digital records can be
exported from systems with
metadata

Use the governance group as a mechanism
to facilitate engagement. System
decommissioning, system upgrades should
be agenda items as part of the oversight

group.

Review existing security and access
permissions across systems

Develop a holistic security and access model
that aligns roles to functional security groups
with access to information assets and
repositories relevant to the business function
(e.g., an HR staff member will belong to the
HR Functional Security Group, which has
access to the HR system, employee related
indexes and security groups in ECM,
physical employee file storage areas)

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables

Enterprise security &
access model

Security and access
guidelines

Dependencies

Repositories
identified in the
IAR (1.3) may
help inform
development of
security & access
model

Resources

External support
may be required
for the
development of
the security &
access model

Communications /
Change Management

Liaison with system
owners and
information
custodians to
determine system and
information access
requirements, and
support
implementation of
security & access
model

Notifying any effected
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murray river Associated with Information & Records Management Policy (POL-207)
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Work Package Key Tasks Outputs / Deliverables  Dependencies Resources Communications /

Change Management

understanding of the Develop security and access related users.of changes to
importance of, and guidance for staff security and access
requirements for, permissions

appropriately accessing, using
and sharing information and

records.

2.6  Systems Training & Guidance Identify training needs for Council systems System training Council may wish  Existing systems  Liaison with system
Whilst IRM training is ] o needs assessment to incorporate vendor training owners to identify /
important in developing staff Identify responsibilities for development and . systems training  collateral should ~ communicate
understanding of their delivery of systems training Systems training needs in training  be leveraged responsibilities for
information and records collateral plan identified in ~ where possible systems training

Develop systems training collateral

management responsibilities, work package 1.7 Vend . development and
: : : : endor suppor i

there is a need to ensure Ongoing: delivery of onboarding and oy be re pLF])il’ed delivery

appropriate training is refresher systems training ; 3(; I q . "

provided in use of corporate C;ft eve opment Liaison Wllt HRt to

systems to support capture of training ensure relevan

and management of records. collateral systems training is
part of new starter
onboarding

Communication with
Executive / Managers
regarding
arrangements for or
scheduling of training

2.7  Systems Procurement Develop a set of minimum functional Minimum system NA 1ISO16175 Communicate to
Development and specifications, inclusive of recordkeeping and  functional Information and relevant internal
implementation of technology requirements, to support documentation —  stakeholders change
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Work Package

appropriate mechanisms to

support assessment,

evaluation and procurement

of new systems (both on
premise and cloud based).

Systems Assessment

Carrying out assessment of

systems (with priority to

systems containing high-value

or high-risk information

assets) to ensure they meet
NSW State Archives & Records

Authority minimum
compliance requirements.

Priority should be given to

assessing TechnologyOne and
M365 to decide suitability of
systems for managing records.

Key Tasks

assessment of proposed new systems
(Developed as part of this project)

Include Business Intelligence, IT and the
Records Team in panels for assessments of
new systems to support assessment against
minimum functional requirements

Develop a requirements statement that vendors
can respond to.

Update any systems procurement related
internal guidance (where relevant)

Carrying out assessment of corporate
systems against ISO Functional
Requirements.

Configure system capabilities (where
possible) to bring system into alignment with
minimum compliance requirements

Developing strategies for protecting high-
value / high-risk information assets where
systems are unable to meet compliance
requirements (e.g., migrate / capture records
for long-term management)

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables

requirements list

Ongoing: Completed
system assessments
for proposed new
systems

Completed system
assessment
checklists

Updated system
design / configuration
documentation
(where changes are
made to system
configuration)

System
recordkeeping
strategy / planning

Dependencies

IAR (1.3) will
support
identification of
repositories with
high-value / high-
risk information
assets for
prioritisation of
assessments

Resources

Processes and
functional
requirements for
software for
managing
records

Internal
resourcing to
carry out
identification of
technical
functional
requirements

1ISO16175
Information and
documentation —
Processes and
functional
requirements for
software for
managing
records

System vendor

support, or other
external support,
may be required

Communications /
Change Management
in systems
procurement process

Liaison with system
vendors where
required for
information gathering

Liaison with internal
system owners /
information
custodians to support
system assessments,
and implementation of
any required system
configuration changes
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Work Package

System Documentation

Centralising storage of Council
system governance and design
documentation and, where
gaps in documentation exist,
developing system
governance and design
documentation for core
Council systems.

Business Process Mapping

High level business process
mapping to support
identification of opportunities

Key Tasks

Annual re-assessment of systems (or
assessment in line with major system
changes such as upgrades)

Centralising storage of existing system
governance and design / configuration
documentation

Identifying gaps in system governance and
design / configuration for core Council
systems

Documenting / updating system design /
configuration of existing core systems,
inclusive of recordkeeping functionality and
information architectures

Developing / updating system governance
plans for core Council systems, inclusive of
recordkeeping functionality and information
architectures

Engage with teams to map business processes.
Conduct workshops

Review & map high risk / high value business
processes

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables

documents (where
required)

Core system
governance plans
and system design /
configuration
documentation

Business process maps
identifying:
- Records
created

Dependencies

TechnologyOne
and M365
governance and
design
documentation
considered in
work packages
21&23

Related to work
package 2.1 and
2.2

Resources

in undertaking
assessment of
systems

System vendor
support, or other
external support,
may be required
in developing
system
governance and
design
documentation

External support
may be required
to support
business process

Communications /
Change Management

Liaison with system
owners / information
custodians to develop
system recordkeeping
strategies / plans
(where required)

Liaison with system
owners / information
custodians to support
development of
governance and
design documentation

Communication with
identified stakeholders
regarding information
/ input required to
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Work Package

for improved information
management practices,
including appropriate points
of capture for records and
information supporting
business processes. This
should also include business
process where there are
ongoing or routine sharing
requirements.

Metadata Schema

Metadata schemas support
consistent use and application
of metadata across systems,
which in turn supports search
and discovery and
interoperability.

Key Tasks

Identify opportunities for automation of
approval processes though application of
workflow and use of digital signatures.

Develop a metadata schema that outlines the
metadata requirements for the organisation’s
information assets based on AGRKMS, AGLS, and

metadata specific to MRC

Identify what metadata is necessary for the
creation, capture and management of

authoritative records

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Outputs / Deliverables

- Approval
points

- Business
function /
activity
supporte
d

- System of
capture

- Security &
access
requirem
ents

- Sharing
requirem
ents

- Metadata
requirem
ents

Metadata schema

Dependencies

Process mapping
should feed into
TechnologyOne
profiles

Related to work
package 2.1 and
2.3

Metadata
schema should
feed into

Resources

mapping
activities

IT input on
workflow
capability for
automation

External support
may be required
to support
development of
metadata
schema

Communications /
Change Management
support business
process mapping

Sharing process maps
with relevant internal
stakeholders

Liaison with internal
stakeholders and
system owners to
identify existing
metadata use and
requirements
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Work Package

Network Drive Shutdown

Shutting down and
transitioning away from use of
the network drive, including
migration of network drive
content, will require sufficient
planning and resourcing to be
successful.

Data Quality

Information & Records Management Strategy
Associated with Information & Records Management Policy (POL-207)

Key Tasks

Identify what metadata support Council’s
recordkeeping and business requirements.

Develop a Council metadata scheme that
includes:

- Information categorisation (BCS)
—  Access and security controls

- Encoding schemes for commonly
used terms

- Naming protocols
- Retention controls

Network drive
shutdown plan

Develop network drive shutdown plan, which
gives consideration to:

- Mapping to M365 repositories
- Requirements for ‘tidy up’ of records
- Migration of content to M365

- Roles and responsibilities, and
business unit involvement

Create Data Quality Statements for Council data Data quality

Outputs / Deliverables

Dependencies

TechnologyOne
and M365 design

Development of
M365
governance plan
and information
architecture (see
work package
2.3)

May be included
in system
decommissioning
and migration
plans identified in
work package 2.2

IAR (1.3) will

Resources

External support
may be required
to support
development of
network drive
shutdown plan,
and migration
activities

Activities to be

Communications /
Change Management

Liaison with internal
stakeholders
regarding
requirements for
network drive
shutdown and use of
M365 as replacement

Routine
communications to
staff about shutdown,
and staff role in
supporting shutdown

Liaison with data set
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Work Package Key Tasks Outputs / Deliverables  Dependencies Resources Communications /
Change Management
Developing a better assets, using the Data.NSW Data Quality statements support carried out owners / custodians
understanding of Council data  Reporting Tool identification of internally
assets will support data sets

identification of whether data
is fit for purpose, how the
data can be used and how it
may compare to similar data
held by other government
bodies.
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5.3 TechnologyOne
Council intends on expanding use of TechnologyOne offerings through the implementation of the
OneCouncil platform. Given the implementation of OneCouncil will also include the decommissioning of
a number of key corporate systems, there is a need to ensure that the OneCouncil implementation is
well planned for. This includes:
Developing an implementation plan and timeline, which identifies key stakeholders and change
agents and required internal resourcing requirements, and incorporates appropriate
consultation with business stakeholders (including user acceptance testing)

Developing a change management strategy to support change activities, given the significant
impact of such largescale change in systems

Developing a holistic system design and configuration approach and documentation, including
identifying roles and responsibilities for ongoing administration and maintenance of the
system

Understanding the relationship between existing modules and those to be implemented, and any
requirements for changes to configuration of existing modules to support implementation of
new modules

Understanding the relationship between OneCouncil and Council’s broader information
environment, and developing sufficient guidance as to which systems support particular
business activities and which records, they should store

Identifying business recordkeeping requirements and use cases to inform system design and
configuration decisions (such as implementation of custom indexes, establishing workflows
and development of system Quick Add Profiles)

Identifying records and associated metadata stored in existing systems (such as CM9, and Civica
Authority) that require migration to the TechnologyOne environment, and carrying out
appropriate planning to ensure migration can occur without loss of records and any
associated metadata

Planning for capture of any records saved in existing modules to ECM to support ongoing
management

Identifying required integration between TechnologyOne and other line of business systems

Identifying any required third-party tools, or additional TechnologyOne tools, to support
integration (such as the RedOffice Microsoft Office and TechnologyOne add-in)

Developing a UAT Test plan that will take a risk-based approach to the testing of the design,
configuration data migrations etc.

Developing a strategy for OneCouncil use, including developing sufficient guidance and training
material to support uptake and appropriate use of the solution

Delivering communications and training to staff in the lead-up to and after rollout of new modules

Providing Business Intelligence staff, and identified module owners, training to support ongoing
administration and use of the OneCouncil platform

OneCouncil is a complex solution that requires a significant amount of planning and forethought prior to
roll-out to support system design and configuration, and uptake and use. Given the complexity of the
solution, and added complication of some modules having already been implemented without a holistic
plan and approach for implementation, it is strongly recommended that Council consider seeking the
services of an external vendor to lead and support any further implementation.

Without sufficient planning, resourcing (both internal and external), TechnologyOne expertise, and
engagement with stakeholders there is risk that the OneCouncil solution will fail to meet both business
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and recordkeeping requirements. This could lead to similar levels of dissatisfaction felt by staff regarding
the existing EDRMS CM9, and result in staff continuing to overly-rely on network drives, Outlook and
hardcopy records to support business activities.

The scale of the OneCouncil implementation, and corresponding decommissioning of other line of
business systems, is significant and requires adequate internal and external resourcing to ensure that
existing records and associated metadata are protected from loss and that OneCouncil can support
ongoing capture and management of records in line with business and recordkeeping requirements.

54 Microsoft 365 + 3" party governance

Given Council’s plan to increase usage of the M365 platform to support capture and sharing of records,

there is a need for Council to establish a broader governance plan for the platform and implement more

advanced governance controls within the environment to support more effective management of records
and information.

This governance plan should cover topics including:
Governance model for MRC environment

Roles and responsibilities within environment

Approach to change management (M365 an evergreen environment and there is a need to
monitor upcoming changes so that amendments to system configuration can be made where
required)

Approach to creation and decommissioning of SPO sites, Teams and Groups
Configuration and design decisions relating to solution capabilities and information architecture
High-level overview of access model and permissions

Security and compliance governance controls (such as retention policies and data loss
prevention policies)

Storage requirements / limits
Service management and support

Monitoring and reporting

Council is currently using E3 licensing to support its M365 environment, there are limitations on
governance controls and functionality available in the M365 Security and Compliance Centre. This must
be factored into Council’s M365 Governance Plan. Specific records management governance limitations
due to licensing include:

Inability to implement event-based retention (e.g., Destroy 7 years after expiry of agreement, or

Destroy 75 years after date of birth),

Lack of disposition review feature with retention labels (i.e., ability to identify records past their
retention period, and either approve destruction, extend retention, or apply a different
retention label),

Inability to automate application of retention labels based on conditions, and

Inability to apply audit log retention policies (with E3 licensing unified audit log data is only
retained for 90 days).

M365 as a standalone platform does not satisfy all functional requirements for a system used for
recordkeeping. There are a range of vendors, including AvePoint and RecordPoint, that offer products
and services that integrates with M365 to provide functionality that enables SharePoint to be used as a
repository that meets recordkeeping requirements and best practice standards. Following is a short
explanation of each of these vendor options.
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AvePoint
AvePoint offers Cloud Records to establish the information governance when SharePoint is adopted as
the corporate repository. AvePoint also provides associated tools that:
Integrates Outlook with SharePoint to enable the capture of email seamless through Office
Connect, and

Facilitates the migration of records from network drives to SharePoint using Fly Migrator. An
archiving tool to automatically move content to a secure location for future retention or secure
disposal.

Easily manage digital and physical content in a centralised platform.

Cloud Records

Cloud Records allows automation of business rules to manage content created and captured in M365
through the application of governance rules built within the Cloud Records solution. Cloud Records
works with a robust information architecture in M365 to automate the application of the rules with
minimal end user effort. Cloud Records can be configured to operate controls in the original application
(e.g., Outlook) or move items to SharePoint Online. Cloud Records supports metadata and full text
searching, role-based security, audit and dashboard reporting.

Office Connect

Office Connect enables the merging of content from Microsoft Outlook, Office, and Windows File
Explorer into SharePoint and Office 365. Office Connect allows users to drag and drop emails or email
attachments directly from Outlook into SharePoint, maintaining all associated metadata

AvePoint Fly Migrator

Fly Migrator consolidates and migrates on-premises Exchange, SharePoint, and file shares, or other
cloud content in Microsoft Teams and other repositories into Microsoft 365 cloud.2

RecordPoint

Records365, is an information and records management software solution that helps organisations
manage their regulatory, legal, and information governance requirements for electronic and physical
content. Records365 provide connectors to a variety of content sources, including SharePoint, file
shares, , Exchange Online to enable the “in-place” management of records in these location by the
application of governance rules.

Key features of Records365 include:

Rules are used to evaluate content created within SharePoint to identify how to classify, retain
and treat content. Rules tie together one or more patterns with a specific outcome.

Classification - Build your business classification scheme. Disposition schedules can be updated
centrally for any records in SharePoint and/or Office 365.

Appropriate security and auditing are crucial for a compliant records system. RecordPoint
extends the SharePoint security model and in-built audit tracking by adding additional features to
maintain the integrity of records.

Centralised Dashboard - Monitor and assess adherence to policy objectives and compliance
rules.
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Stream 3: Information Management

Work Package

Storage Assessment

Understanding and assessing
the risks associated with
hardcopy records storage
locations is an important step
in determining the suitability
of storage locations. Use of
suitable storage locations is
critical to the protection and
ongoing use of records.

Storage Holdings Register

Having up-to-date hardcopy
records register, inclusive of
baseline metadata
requirements, will support
consistent retrieval, use and
disposal of Council’s hardcopy
records.

Storage Amalgamation

Having disparate stores of
hardcopy records can make
retrieval and management of
records over time more
challenging and costly.
Amalgamation of storage
repositories, where possible,
would allow more consistent
retrieval and management of
records.

Disposal Guidelines

Key Tasks

Assessment of hardcopy records storage
locations using compliance requirements
identified in the NSW State Archives and
Records Authority Standard on the physical
storage of State records

Address compliance gaps identified in
hardcopy records storage assessment

Review, audit and update current hardcopy
record register of hardcopy records stored
at all locations

Ensure register includes baseline metadata:

Unique identifier

Description

Business owner

Disposal class

Disposal due date

Identify and process records due for

disposal in all storage facilitates.

Assess viability / value of amalgamating
remaining hardcopy records to one storage
location

Develop plan for amalgamation where
required

Implement amalgamation

Develop Retention & Disposal Guidelines,
inclusive of normal administrative practice

Outputs / Deliverables

Dependencies

Completed hardcopy NA

records storage
assessments

Updated hardcopy
records register

Records disposal
report

Storage
amalgamation
assessment

Storage
amalgamation plan

Retention & Disposal

NA

Updated hardcopy records
register would support
assessment (see work
package 3.3)

NA
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Adopted: DRAFT

Resources

Activities to be
carried out
internally

Activities to be
carried out
internally

Assessment to be
carried out
internally

If amalgamation
proceeds, external
support may be
required

Activities to be
carried out
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Management

Communication with

information custodians

where owned physical

records may need to be

relocated

Liaison with record
business owners as
required

Liaison with record
business owners as
required.

Communication with

information custodians to

seek authorisation for
disposal activities

Communicate with staff

where to find the
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Helping staff to identify low- and records transfer.

value and short-term
information as well as high
value information will assist
the Council in meeting it’s
recordkeeping obligations.

Access Directions Review, update and expansion (where

. . required) of Council’s access directions
Review, update and expansion

(where required) of Council’s
access directions to ensure
records of Council are
sufficiently covered and access
directions appropriate.

Guidelines internally guidelines.
Updated access Information Asset Register  Activities to be Liaison with NSW State
directions may help inform access carried out Archives and Records
direction review (1.3) internally Authority regarding access
directions review and
update

Liaison with information
custodians to determine
access requirements
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6. Appendix 1: Related Documents

Related documents are provided as attachment to this strategy and roadmap report.

Document Description

Information Management Roadmap Roadmap detailing timeframes for work packages
identified in this strategy. This document is to be read in
conjunction with this strategy document.

Functional Requirements ISO16175 and business functional requirements to
support assessment and design of systems. These
requirements should inform configuration of Council’s
chosen solution after decommissioning of the existing
Content Manager 9 and Civica Authority.
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7. Appendix 2: Recommendations Mapping

Recommendation Related Work

Package/s

1 Develop an information asset register that: 1.3

Defines information assets

Identifies custodians of
information assets

Identifies owners of systems

Establishes a risk profile for
information assets

Identifies recordkeeping
retention requirements

Establishes responsibilities
of information asset

owners
2 Assign SRO responsibilities to senior member of the leadership team 1.2
3 Assign SRO to lead a governance forum ensuring compliance with legislation 14
and standards.
4 Develop a governance structure with a cross functional membership, including 14

representatives from Business Intelligence, Technology and Digital Services, core
business teams and chaired by the SRO (Director of Corporate Services), that will
provide strategic direction for information and records management.

5 Develop a Information and Records Management Strategy and Roadmap (Under  Ongoing
development). strategic
planning, 1.5
6 Develop an information and records management framework that establishes 1.2
the organisations long term visions and goals, and identifies the strategies to
meet them.
7 Develop framework guidelines to create a suite of guidance for staff so they 1.2

understand how records should be managed and where records should be
captured. Guidance may include, but is not limited to:

What records should be captured and into what authorised
systems.

Management of email as business records
Management of digital records.
Information access

Digitising hardcopy documents

Use of network drives

Use of Microsoft Teams including chats, collaboration and sharing
etc.

Preservation of digital records.
Scanning requirements
Digitisation planning
Decommissioning of systems

Normal Administrative Practice (NAP)
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Recommendation

Transfer of records to NSW State Archives
Retrieval, handling, safe transport of records.

Review and update the current Information and Records Management Policy
ensuring staff clearly understand what is expected from them when managing
the organisations information assets.

Develop a change management plan that incorporates communications and
ongoing training to achieve staff awareness of core organisational
recordkeeping expectations and understandings

Create a training plan and develop training material for information and records
management, focussed both on compliance, system training business rules and
protocols. Optimise business partnering for tailored sessions.

Ensure delivery of mandatory training for new starters and consider making this
training an annual event for all staff as a refresher

Include recordkeeping responsibilities in role descriptions and performance
review processes to ensure accountability and assist in the understanding of
responsibilities.

Acquire additional resources to support the improvement of records
management practices at the Council.

An information and records management specialist should be involved in
discussions, as part of the governance group, regarding new systems or system
redesign where high value, high risk records will be managed to ensure
functional requirements can be addressed.

Develop a monitoring and compliance program to assist the Council in ensuring
the level of information management maturity is always improving.

Program an annual system health check review as part of the monitoring and
compliance program. Recordkeeping functionality advice and input into
information architectures and solution design for current and new systems

Include recordkeeping functionality in information architectures and solution
design for current and new systems

Develop a governance model for M365 based on ADRI’s Functional
Requirements for Managing Records in M365.

Ensure staff guidelines cover organisational security and access requirements
including:

Reporting
Identification, protection and management of sensitive information

Develop a metadata schema that outlines the metadata requirements for the
organisation’s information assets based on AGRkMS, AGLS, and metadata
specific to MRC.

Undertake a comprehensive assessment of all business systems against SARA’s
Checklist for assessing business systems.

Include business system audit and assessment as part of an annual compliance
program.

Ensure framework documentation includes business rules, procedures and
other control mechanisms to ensure accuracy and quality of records created,
captured and managed.

Plan to shut down shared drives

Develop business process mapping to determine requirements for capture of
records.

Related Work

Package/s

1.2

11

1.7

1.7

1.6

1.11

2.6

1.8

1.8

2.1,23,27,
2.8,210&2.11
23,210&2.11

2.5

21,23&211

2.8

2.8

1.2

2.12

2.1,2.3,2.10,
211
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Recommendation Related Work
Package/s
26 Review Data.NSW’s Data Quality Reporting Tool and NSW Government Open 2.13
Data Policy
27 Develop functional specifications based on ISO 16175 Part 1: Functional 2.7

requirements and associated guidance for any applications that manage digital
records, for implementation of new systems or upgrading of current systems
(Under development as part of current project.)

28 Explore third party products, including AvePoint and RecordPoint, that will 2.3
integrate with M365 to provide governance over Council records

29 Identify Council’s unique metadata requirements for functional requirements 2.7
(Under development as part of current project)

30 Document all system configuration designs. 2.9
31 Develop system migration plans for systems to be retired. 2.4
32 Test system migration plans in a test environment before finalisation in a 2.4

production environment.

33 Plan for decommissioning of systems and the migration of high risk, high value 24
information from these systems to prevent technological change from
compromising the accessibility or usability of information.

34 Review, audit and update current hardcopy record register of hardcopy records 3.2
stored at all locations

35 Update hardcopy record register with base line metadata requirements 3.2
i